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ABSTRACT: With the climb of IOT, more low-performance terminals are deployed for receiving and 

uploading patient data to the server, which increases the computational and communication burden of 

the EHR systems. The supportable record, someplace a client subcontracts his large file to a blur wine 

waiter and makes inquiry once he wants convinced data. To get better competence, most available VDB 

system utilize evidence use once more and evidence update technique to prove appropriateness of the 

query results. Although, it ignore the "concurrent" of proof of age group. 

 

                                                         I. INTRODUCTION 

In this project, we propose a publicly verifiable shared updatable EHR database scheme that supports 

privacy-preserving and batch integrity checking with minimum user communication cost. The verifiable 

database (VDB). Every time a user accesses the database, the cloud server generates and returns a proof 

to convince the user of the response correctness. 

Sun et al. addressed this problem by proposing a confidentiality preserving pub-licly verifiable 

computation scheme.To check the integrity of cloud storage data, the concept of the cloud storage 

auditing came into being. A public integrity auditing scheme is that data integrity can be efficiently 

audited by any third-party auditor (TPA). 

Sachems and Waters first put forward the notions of Compact Proofs of Irretrievability (CPR). Publicly 

Verifiable Shared Dynamic Electronic Health Record Databases with Functional Commitment 

Supporting Privacy-Preserving Integrity Auditing. 

  

  II. RELATED WORK 

The power of our software is found in the ability to create workflows that mirror the business processes 

of our clients. Customer specific transactions, business rules, and output requirements are configured in 

the application through a definition layer, and these details are shared throughout the modules.  

The effectiveness of these configurations is enhanced by the experience and expert knowledge that our 

staff brings to the industries we serve. The main reason of this project is to facilitate the civic to know 

their position information and receiving their troubles solve in online devoid of leaving to the official 

frequently until the difficulty is solved.  

Through this organization the community can put aside his instant and eliminate dishonesty. Its main 

reason is to give a smart and simple method in the course of machine function for objection registration, 

its track and eradicate bribe scheme and to avoid errors. 

 

III. PROPOSED WORK 

Our investigate focuses on the security and efficiency of large database storage, such as EHR. 

According to the characteristics of EHR system, two aspects of security deserve our attention, namely, 

the server response correctness and the data storage integrity.  
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In order to deal with above problems, we use a new tool called functional commitment (FC) and design 

a freely verifiable updated database scheme based on functional commitment supporting privacy-

preserving integrity auditing and dynamic group operation. Our construction has fewer parameters and is 

extra capable than the original scheme. 

Our scheme is applicable for large-scale data storage with minimum user communication cost. 

The scheme preserves data privacy from the auditor by using a random masking technique and the 

sparse vector is used for sampling auditing. 

 
                                              FIG.1:  Architecture 

Modules: The following Modules will defines. 

 Third party Auditor 

 Cloud Server 

 Patient 

 Doctor 
 

Third party Auditor: 
In this module, the wearable device Collect Patient data and Upload to Cloud like  pied, name, padres, 

pane, email, pulse, peg, symptoms, browse and  attach about symptoms with Digital sign, add image 

(Encrypt all parameters except name) and View all patient collect data in enc format with digital sign. 

Cloud Server: 
The Cloud server manages which is to provide data storage service for the wearable devices and also 

View all patients and authorize and View all doctors and authorize, View all patient Cloud data with enc 

format ,View Patient data access request and authorize ,View all Cloud Intruders details and View 
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patient details recovered details ,View No. Of same symptoms in Chart (Symptom name v/s No. Of 

Patients), View No. Of Patients referred same doctor in Chart (Doctor Name v/s No. Of Patients). 

 

Patient: 
In this module, the patient Register and Login, View profile ,Request Data Access permission from 

cloud and view Response, Access Your data and select doctor from combo box and send to 

corresponding doctor  and View doctor response with Medical prescription, Verify your data and 

recover and View and delete your details.  

 

Doctor: 
The preservation organization has a group of scope being extended and residential to produce even 

enhanced suggestion of seats to consumer. This is the majority vital process for evaluate the efficiency 

of the arrangement. Our arrangement is cost-effectively possible as the project is economically possible 

in the specified resource inside. 

 

            IV. EXPERIMENT RESULTS 

It accepts the Publicly Verifiable Shared Dynamic Electronic Health Record Databases with Functional 

Commitment Supporting Privacy-Preserving Integrity Auditing. It redirects it to specific departments for 

processing its request. Received request can contain:  Image (not mandatory), Text (mandatory), and 

GPS location (automatically generated). 

It also wisely will recover the Publicly Verifiable Shared Dynamic Electronic Health Record Databases 

with Functional Commitment Supporting Privacy-Preserving Integrity Auditing. Consumer can embed 

an image with the complaint.  

Consumer can also use this application to send news to news agencies as we are providing connections 

to news agencies too. This application provides a user friendly UI interface .Mobile application contains 

GPS tracking system too. 

Received request can contain:  Image (not mandatory), Text (mandatory), and GPS location 

(automatically generated). 

 
     Fig2: Data Manipulation 
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V. CONCLUSION 

The new system, Publicly Verifiable Shared Dynamic Electronic Health Record Databases with 

Functional Commitment Supporting Privacy-Preserving Integrity Auditing and administrative people of 

the company in submitting appraisals, evaluating the appraisals, calculating the average ratings of the 

employees and finally generating the consolidated ranks effectively with role based access.  

The present system has been integrated with the already existing. The database was put into the My SQL 

server. This was connected by JDBC. The database is accessible through Intranet Publicly Verifiable 

Shared Dynamic Electronic Health Record Databases with Functional Commitment Supporting Privacy-

Preserving Integrity Auditing. 
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