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Abstract— The new area of research is image cryptography. There are numerous cryptography 

techniques that have been developed. In order to conceal the visual details (images, text, etc.) in images, 

many encryption algorithms have been used. The primary principle of encryption is the probability of 

human vision decryption if the right key image is used, known as visual cryptography. 

In today's banking transaction environment, security became the most important factor, because banks are 

dedicated to providing their customers with reliable core banking services. The authenticity of the users is 

necessary to achieve this objective, i.e. only approved users can participate in the transaction. For this 

reason, banks use authentication schemes based on biometrics, but the banking system's database is no 

longer safe due to inevitable malicious activities. Smart hackers can get biometric customer information 

from the bank's database and can use it for fraudulent transactions later. Visual cryptographic technology 

is used to prevent all these catastrophic things. Banking transfer security research for Visual 

Cryptography has been addressed in this paper. 

 

Index Terms— Image Processing, Visual Cryptography, E-Banking System, Secret Sharing Scheme. 

I. INTRODUCTION 

Digital information and data is now more often distributed over the Internet than ever before. The 

popularity of digital media has increased the availability and reliability of global computer networks for 

the exchange of digital information and data. And the way that they can be recorded, processed, 

distributed and manipulated, digital pictures, video and audio have been revolutionized and this gives rise 

to a broad variety of applications in education, culture, media and military as well as other fields. 

Computers and networking devices have become less costly and more prevalent. In the digital multimedia 

sector, innovative approaches to storing, accessing and transmitting data have provided many benefits, 

mainly due to characteristics such as distortion-free transmission, compact storage and easy editing [1]. 

With the growing dependency on computers at all levels of our lives, every day, personal and confidential 

information is processed and distributed more and more using computer systems and networks. As 

demonstrated by the escalated number of computer attacks and break-ins, this revolution, however, has 

brought with it new challenges and computer crimes. Replicating important information can give 

intruders a better chance of accessing it. On the other hand, having only one copy of this knowledge 

means that there is no way to restore it if that copy is lost. There is, therefore, a great need to manage data 

in a safe and secure way. Secret sharing is of considerable relevance in such cases. 

Digitalization has the biggest power to transform how we work. Security is an important issue in today's 

age of the digitalized world. Security concerns start to become evident as information is delivered over 

the network from node to node. The number of threats has risen at a broader pace, so it is important to 

implement strong protection techniques. One of the main strategies for supplying information security is 

cryptography. Large computing power and complex algorithms are popular in conventional 

cryptographic methods, and it takes a lot of time and resources to encrypt and decode a secret message. 

Generally, in the banking sector, authentication based on biometrics is used. The authentication scheme 

centered on biometrics operates by collecting raw biometric data from the subject (e.g., face picture, 

fingerprints, etc.), extracting the feature set from the raw data and comparing the feature set with the 

blueprint stored in the database in order to authenticate the subject or verify the stated identity. The 

protection of any institution/organization depends on the middle-ware and much of the database 

architecture of the underlying design technology. Any spatial or temporal transaction has an effect on the 

database. Hackers are also still trying to access the database. When providing the internet, the banking 
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system allows core services to be authenticated by the customer. Most methods are used for this purpose, 

i.e. Password-based authentication; Biometric based authentication method, Smart card-based 

authentication. All these methods are needed to maintain a database that is not vulnerable to hacking. The 

database includes private information, so there is a chance of loss of privacy. 

Visual Cryptography[1-3] is a secret sharing method that takes a secret image as an input (i.e. typed, 

handwritten) that encrypts the input image into a collection of other images called shares in such a way 

that shares are printed on transparencies and exposed when shares are superimposed or staked over each 

other. Binary images are regarded as input by the simplest type of visual cryptography or visual secret 

sharing scheme and deal separately with each and every pixel. 

To encode a hidden image pixel, we break the secret pixel into n versions so that the original secret pixel 

is exposed if all n versions are printed on transparencies and superimposed. For the entire secret image, 

this process has to be applied. As a result, n shares of the original hidden picture are prepared to expose 

and superimpose the secret print shares on transparencies. To ensure authentication and confidentiality of 

the information stored in the bank database, a system uses XOR operation-based Visual Cryptography 

and image processing techniques. 

II. LITERATURE REVIEW 

The literature survey analyses old information and produce a mixture of new data with old knowledge. 

There is therefore a brief overview of different research papers and the incidence of review and synthesis 

of research papers in this section. 

A brief overview of Visual Cryptography and its applications in the banking system is given in this 

section. Keys for the security of cryptographic systems G. Blakely [11] as well as A. Shamir[12] 

established the (t, n)-secret sharing scheme independently in 1979, meaning that if at most t out of n 

shares are combined in a certain way, the secret can be released. If there are much less t shares, so secret 

cannot be disclosed. G. Vector space and A are based on the Blakely secret sharing scheme. The secret 

sharing method for Shamir is dependent on polynomial interpolation. 

Visual Cryptography is a reliable tool for detecting fake websites and causing phishing attacks. It is a way 

to send and receive messages that can only be decrypted by the sender and the recipient. This technique 

was introduced by Naor and Shamir[1] as an easy and safe way of sharing hidden images as passwords. 

In this procedure, there are two elements, decryption of encryption and generation of image share. Easy 

mathematical algorithms are used to encrypt and decrypt messages. Sharing the production of the picture 

is the second significant part of this scheme. VCS is a cryptographic technique that encrypts visual 

information so that it is possible to decrypt it using only human data. 

The visual cryptography scheme for secret sharing was formally described by Naor and Shamir[1] and put 

forward. Work on the VC has since flourished to become a focus of different research directions. There 

are several forms of VC and each of these systems has its own focus in practice on implementation. The 

method of splitting a VC secret image into shares has been based on the areas in which various forms of 

secrets such as grey scale and colour images are implemented. Simple awareness of secret sharing and VC 

has been incorporated in this chapter initially to resolve the previous achievements. Based on the different 

variants of the VC scheme presented in the literature, several contributions to the literature were 

discussed. 

The VCS based on OR suffers from the poor quality of the picture that has been restored. In the majority 

of the system, it can not be expanded above a certain amount. A VCS scheme based on light polarization 

was proposed by Tuyls et al.[13], where the Boolean XOR is used as the underlying mathematical 

function. 

This is accomplished by adding a layer of liquid crystal into a liquid crystal display (LCD). Compared to 

OR-based systems in which an individual has to maintain a number of transcripts to update the shares, a 

person has to carry only a display device in an XOR-based VCS. 

The liquid crystal layers must be stacked together for the recovery of the hidden image. In addition, these 

devices are becoming cheaper due to the rapid development of technology. In the proposed XOR[13] 

scheme, the authors created a VCS based on XOR (n,n) and proved that a VCS based on XOR is 

equivalent to a binary code. 
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In general, XOR-based VCS are non-monotonous, i.e., if the secret image can be recovered by a qualified 

group of parties, it does not necessarily hold that the secret image can be recovered by each superset. The 

key difference between these two visual cryptography models is that the OR model captures strong access 

structures, but because of the randomness of the XOR operation, it is not likely to accommodate 

monotone properties in the XOR model, but we can solve this problem with a minor change in the XOR 

scheme description. 

 

 
 

Figure 1: Process of operation of XORing on VCS 

 

 
 

Figure 2: (2, 2)-VCS Scheme 

 

For both versions, the security conditions are the same, but the distinction lies in the comparison. In the 

2-out-of-2 hidden sharing scheme, Naor and Shamir's[1] original suggestion was expanded by using a 

half-toning technique. It also extends fundamental visual cryptography by endorsing other image variants 

a step further.  

III. VISUAL CRYPTOGRAPHY 

Within the security domain, cryptography has a long and interesting history. In some departments, such as 

the exchange of maps over the internet in the military and in several other commercial industries, the 

management of classified photos carrying confidential information is of prime concern. Various hidden 

image sharing programmes have been developed to deal with the security concerns of sensitive images. In 

1995, Naor and Shamir[1] created one of the techniques known as Visual Cryptography (VC) to control 

the hidden sharing of images. 
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VC is an approach in which a hidden image containing sensitive visible information is encrypted in a 

completely safe way such that the human visual system (HVS) can carry out the decryption directly 

without the help of computers. VC enables all visual details such as typed text, handwritten notes, and 

photographs to be encrypted. During the decryption process, it prevents complicated computation, and the 

images can be restored by stacking operations on their shares. It blends the characteristics of making 

perfect cyphers and exchanging cryptography secretly. The Hidden Image is usually split into two or 

more shares. When the appropriate number of shares is printed and then superimposed on transparencies, 

the hidden images are retrieved. 

The VC technique in which the binary image is decomposed into n shares was developed by Naor et al. 

[1]. An instance of sharing the development and recovery of a hidden image using visual cryptography is 

shown in Figure 1.1. In the (k,n), scheme, shares reveal the original hidden picture when stacked over 

each other. For a binary image, Naor's scheme is very fitting. The shares generated in the original image 

are calculated by randomly selecting pairs of black and white pixel sub-pixel matrices [2]. 

 

 
 

Figure 3: Original image, Halftone, Share-1, Share-2 and Decrypted image 

 

In any scenario for decryption, the VC scheme proposed by Naor et al.[1] requires no device involvement. 

For the purpose of secret sharing, visual cryptography incorporates the idea of the perfect secret with a 

random picture [3]. The next segment summarizes the different features of VC systems. 

Generally, to protect the protection of raw images, visual cryptography is used. The majority of business 

entities need to safeguard data against disclosure [4]. As the world is more internet-connected, most 

organizations are afraid of storing information on a single computer. So, VC offers a solution in many 

places to spread the data and destroy the original one. It could be reconstructed from the distributed shares 

if and when a need for original data occurs. At one point, centralized information will not be available. 

The following features made visual cryptography very common for researchers and academics to use it in 

different security domains. 

 It is really simple to execute. The person who has even less knowledge of the system will enforce 

it without any hassle. 

 During the restoration of the password, it does not require any interference by a computer or any 

other hardware or software device in most cases.  

 Since no decryption algorithm is available, it is very easy to decrypt. The original secret image is 

retrieved when all the appropriate shares are superimposed on each other.  

 The cost of computation is very low, since no cryptographic computation is involved. In the other 

hand, though, in the scheme, the accuracy of the picture is compromised.  

 

There are mainly three characteristics of visual cryptography: perfect security, secret restoration without 

the assistance of a computer device and robustness against lossy compression [5]. This easy but safe 

strategy has made visual cryptography a popular and fascinating area of study. 
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IV. CRYPTOGRAPHY VISUAL CRYPTOGRAPHY'S AUTHENTICATION AND SAFE SHARE 

ISSUE 

It has been evident from the progress of the discussion of the VC scheme that hidden image security is 

largely correlated with the reliability of VC shares. Cheating in the VC system depends on VC shares 

being decrypted and analyzed. The act of cheating will cause victims harm because a forged image would 

be authenticated and accepted by the individual. Many researchers have experimented with VCS's 

cheating concept and have proposed the solution for its prevention. 

It has been proposed to prevent cheating by authentication methods that focus on identification between 

two participants to assist in preventing any form of cheating. Tzeng et al. [9] suggested two forms of 

avoidance strategies for cheating. To conduct the verification between the participants, the first one uses 

an online trust authority. The second form involves a shift in the VC method whereby a verification 

symbol is exposed by the stacking of two shares. If the stacked VC shares do not have their predefined 

symbols appearing, the authentication mechanism fails. This technique, however, allows additional pixels 

in the secret to be inserted. 

Horng et al. [60] describe another cheating prevention scheme. The hacker can successfully attack and 

cheat the scheme by observing the exact distribution of black and white pixels of each of the shares of 

honest participants. To avoid cheating, a mechanism that prevents the intruder from receiving this 

distribution may be used. Hu et al.[14] also presented the process of cheating and its solution. The Tzeng 

system also made changes to the Yang system and eventually introduced a new mitigation scheme for 

cheating that aims to reduce the additional pixels overall. 

Several attempts have been made to suggest cheating prone VCS in previous work [15]. In visual secret 

exchange schemes, Yang et al. suggested a way of breaking the secret into two barcodes [15]. In certain 

cases, widely used cyphers contain barcodes and may be the braille character. In a barcode, there are only 

black or white pixels, and due to its graphic arrangement structure, it is difficult to identify human eyes. 

Conventionally, using parallel lines, information is stored in one-dimensional barcodes. Using these 

symbols for the VC blind authentication technique is very likely. 

A variety of well-known cheating practices and Cheating Avoidance Visual Secret Sharing Schemes were 

analyzed by Chen et al. and Tsai & Horng (CPVSS). Cheated operations were classified into substantive 

cheating, non-meaningful cheating, and severe deterministic cheating. In addition, they examined the 

research challenges in CPVSS and introduced a new prevention scheme for cheating which, in terms of 

few security requirements, is better than previous schemes. 

The method of generating shares during the encoding process should always be stable, not just cheating 

infections. In all such instances, in any of the generated shares, where the scheme itself generates the 

hidden image artifact, the scheme loses its knowledge to the corresponding participant. The development 

of safe shares along with cheating prevention schemes would therefore be an attempt at an ideal safe VCS 

system. 

V. VISUAL CRYPTOGRAPHY APPLICATIONS 

 

Visual cryptography can be extended to a variety of domains, apart from the obvious application of 

knowledge hiding, such as access control (opening of bank vault), threshold signatures (wallet security 

through multiple devices, e.g. bit coin), copyright protection, watermarking, visual authentication, 

validation of tickets, and human identification, etc. Applications for visual cryptography range from the 

banking industry, satellite imaging, to industrial applications for storing biometric data obtained. 

The technique of visual cryptography is very intuitive for the user. It is, however, surprising that only a 

few suggestions have been made to apply it to practical problems in the last two decades since its 

inception by Naor and Shamir. Naor and Pinkas[6] proposed a technique for using visual cryptography to 

defend against manipulation of online transactions, and Chaum et al.[7] suggested applying it to check the 

correctness of the election results. 

In order to secure online money transfers, the customer receives from the transaction server a numbered 

collection of transparencies. The server sends a visual message to the user's screen containing the 

transaction data, and it is encoded by visual cryptography. If the user places the transparency with a 
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certain number on top of the screened encoded image, the message embedded inside the image can be 

seen. 

The transaction is executed when the server receives the correct TAN, otherwise it is not. In this way, 

banking transactions can be made more safe in their essence. Specifically, in the use of Moiré pattern and 

watermarking, VC is normal. Moirés patterns are created when a revealing layer with periodically 

repeated shapes is stacked on the top of an image. Researchers have attempted to incorporate the Moiré 

pattern into VC shares. By superimposing the shares when the shares are separated, the embedded picture 

can be displayed to expose the original secret. 

Watermarking is another commonly used application for VC. Watermarking plays an important part in 

hiding and embedding information. The implementation of VC in watermarking is based on the base 

matrix, similar to conventional VC, and the final recovered secret is interpreted by using the contrast 

between white and black colors. 

Likewise, the use of watermarks in visual cryptography is also discussed by Luo et al.[8]. Hwang [9] has 

proposed a digital image copyright scheme based on visual cryptography. Embedding VC-based 

watermarking into goods is an effective way of preventing cheating, especially in areas where the use of 

watermarking is already beneficial. 

These recommendations did not result in software being used for serious purposes because of difficulties 

such as adaptation, complexity, and cost of special equipment. But in the future, as well as new concepts, 

further developments of the ideas presented in different approaches could spread practical applications of 

visual cryptography. VC will allow the expansion of VC into the currency domain, such as within the 

banking industry, in accordance with modern day image hatching techniques. It is also necessary to 

consider the use of shares within the safe printing industry. It could also be considered to scan a share into 

a computer system and then digitally superimpose the corresponding share. 

VI. CONCLUSION 

Visual cryptography is an efficient process that shows essential details for the protection of photos. As a 

hidden sharing branch, VC has attracted a lot of attention as its security mechanism includes both image 

processing and cryptography consideration. The applications of VC tend to be thriving and more realistic 

with the growth of VC in the areas of dealing with various forms of hidden images. The main focus of this 

work is on issues related to identity fraud and consumer data protection in joint account transactions. 

Using Visual cryptography for secure banking transactions. 
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