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Abstract—Image cryptography is a relatively new subject of study. Cryptography has been established using a variety of 

techniques. The visual information (pictures, text, etc.) in photographs has been hidden using a variety of encryption techniques. 

Visual cryptography is the core idea of encryption, which is the capability of decryption by human eye if the correct key image is 

utilised. 

The ‘Quick Response' code stands for ‘Quick Response' code. Denso Wave Corporation in Japan developed it. A QR code is a 

two-dimensional barcode that can store more data than a one-dimensional barcode. QR codes are also easily readable codes. 

Because a smart phone can scan and decode a QR code, the use of QR codes has increased as a result of their introduction. Because 

of the advancements in technology in the field of mobile internet access, online marketers, newspapers, and magazines are 

increasingly using QR codes to promote their products. These codes have a number of advantages over regular barcodes, including 

increased store capacity, faster readability, 360-degree reading, tiny print size, mistake correction, language support, and resistance 

to soil and damage. The use of QR codes has proliferated throughout the world as a result of these advantages. The purpose of this 

study is to emphasise QR codes, their qualities, how they function, their relevance, and their drawbacks.. 

Index Terms—Visual Cryptography, Image Processing, Secret Sharing Scheme, QR codes 

 

I. INTRODUCTION 

Digital data and information are currently sent via the Internet at a faster rate than ever before. The popularity of digital media 

has increased due to the availability and effectiveness of worldwide computer networks for the transfer of digital information 

and data. The way digital images, video, and audio are acquired, stored, transferred, and altered has been revolutionised, 

resulting in a wide range of applications in education, entertainment, media, and the military, among other disciplines. 

Computers and networking capabilities have grown more affordable and widely available. The digital multimedia area has 

benefited greatly from innovative techniques to storing, accessing, and sharing data, owing to qualities like as distortion-free 

transmission, compact storage, and easy editing [1]. 

Personal and sensitive information is increasingly being stored and communicated through computer systems and networks on 

a daily basis as our dependence on computers grows at all levels of our lives. However, as indicated by the rising incidence of 

computer intrusions and break-ins, this transformation has brought with it new risks and digital crimes. Intruders will have a 

better opportunity of accessing crucial information if it is duplicated. On the other side, having only one duplicate of this 

information implies there is no way to recover it if it is destroyed. As a result, there is a pressing need to handle data in a secure 

and dependable manner. Secret sharing becomes quite important in such scenarios. 

Digitalization has the greatest potential to change our lifestyles. Security is a major worry in today's digitally connected world. 

When information is sent from one node to another through the network, security issues begin to emerge. Because the number 

of threats is expanding at a faster rate, effective security solutions are required. 

With the introduction of location-aware mobile technology, providing accurate context-aware information to individuals in 

need at a critical time has become simple. This technology, in conjunction with barcodes, can be used to convey accurate and 

important information to those moving through a crowd who may need it in the event of an emergency such as stampedes, 

health issues, rioting, overcrowding, or accidents. At the same time, the information's security and privacy should not be 

jeopardised. 

This paper provides a safe real-time system based on Quick Response Code that is specifically built for busy areas where 

individuals need to be supported by delivering contextual information for navigating to their destinations. The same 

technology can be used in a variety of other situations, such as large shows, airports, retail malls, and even battlefields, where 

there is a risk of an individual becoming lost or in need of direction. The information is compressed, encrypted, and then 

encoded into a QR code. 

 

II. LITERATURE REVIEW 

A literature survey analyses old data and generates a mix of new and old data. As a result, this part contains a brief explanation 

of numerous research papers as well as the presence of research paper summary and synthesis. 

The QR code can be used to effectively disguise information for safe data transfer. Extracting usable information from raw data 

is an exciting field of research, especially when the information is employed in real-time applications. The information stored 

in a QR code may be read quickly by an end user utilising simple scanning devices such as mobile phones. The data is hidden 

and available at the same time for the concerned person who is equipped with suitable devices and privileges to extract 

information, which is one of the advantages of employing QR Code. The QR code was created by a Japanese vehicle firm, but 
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it is now used all over the world. It is both publicly available and simple to create. Any scanning device, like as a cell phone, 

may decode it. 

Only URLs were encoded into QR codes in the beginning, but later on, other data such as phone numbers, SMS, addresses, 

personal information, company announcements, and so on were also stored using QR codes. A QR code has a very simple 

construction. It has a white background with a square grid of black square dots that are positioned according to the information 

contained. 

In their research and application, Pandya&Galiyawala (2017) surveyed QR codes. The Denso Wave in Japan defined the QR 

code as a type of matrix barcode for the automotive industry. When compared to UPC barcodes, QR codes have a faster 

readability and a larger storage capacity. The fundamentals of QR codes, as well as their real-time applications in everyday life, 

are covered in this survey. QR codes were an excellent technique for quickly and efficiently communicating URLs to users via 

mobile phones. The architecture and encoding make up the QR code. The data was not encoded using the function patterns. 

The stages of the QR code method are as follows: 

 The bit stream was created after the input data was encoded in the most efficient method. 

 The bit streams were broken down into code words, which were then broken down into blocks, with error correcting 

code words assigned to each block. 

 The code words were placed in a matrix and masked using a mask pattern. 

 The QR sign now includes function patterns. 

It also looked into and offered an advanced approach for erasing scratches or damage from QR codes. If there were any 

scratches in the QR code, the decoding algorithm was unable to decode the image. In order to separate the scratch from the 

damage, the scratch removal approach included numerous processes. By mimicking the HSV, the QR code was recovered from 

the damage. The dilatation process was then started using the morphological image processing technique, which changed the 

structure of the image and made the scratch visible to the user. Using the median filter to transform the image to a binary image 

and remove noise improves the efficiency of the decoding stage. In the field of security, the 2D barcode with a digital 

watermark was a popular research topic. QR codes were utilised in a variety of applications, and there were numerous options 

for QR codes. Many tests were carried out in order to improve information security, recognition, reduce redundancy in order to 

conserve space, and the encoding capability of various types of data such as audio and video. 

The hidden, colour QR codes were invented by Meruga et al. (2015) for greater data capacity and security. The basic goal of 

the QR codes was to layer different colours on top of one other. QR codes were utilised in marketing, warehouse management, 

and product tracking, among other applications. QR codes' colour coding significantly enhanced data capacity by three times 

that of regular QR codes, while the QR code's covert nature offered more protection. To boost the data capacity of the QR 

codes, the six base colours were used. 

For the development of intelligent systems, Shen et al. (2014) presented a resilient QR code image. The advancement of 

information technology led to the creation of the QR code, which has since been utilised in a variety of applications. A new 

technology for automatic identification appeared in the form of the QR code. Rungraungslip et al. investigated how the picture 

of the QR code could be improved using the retinex theory (2012). The location and correction approach, which was based on 

the chain code tracking algorithm, were also proposed. For identifying and extracting the QR code, the rectification approach 

incorporated the morphological elements of the QR code. The results of the experiment reveal that the proposed method was 

successfully employed to extract QR code images from the backdrop. 

Harini&Padmanabhan (2013) introduced 2CAuth, a novel authentication factor that improved the secure consumption of 

application data while preserving the user's usability. The scheme's most notable feature was that it prohibited any 

synchronisation between Mobile Network Operators (MNO). In general, the QR code brings the scheme's efficacy in terms of 

usability and, at times, high demands on mobile networks. The proposed technique had the advantage of verifying both 

transactions that required the user's physical presence and those that required the user's physical absence. The authentication 

techniques were password-based, and they improved the ownership of the organisations. The proposed technique has the 

advantage of not requiring a secret code to be kept on the Smart card. True authentication was utilised in this technique, which 

required the user to have the smart card, secret key, and Registered Mobile phone. The server, which authenticates the user, did 

not require the user's credential. The verified user must have a valid smart card as well as a camera to capture the QR code in 

this approach. 

Langford and McCoy (2012) investigated the production of QR codes for patients and health care providers by scanning QR 

codes with any of the scanning devices and a computer software. QR codes were utilised to quickly identify patients, and a 

patient's web-based electronic medical record was accessed. QR code generation was explored and implemented by 

Haque&Dybowski (2014). Educational institutions in emerging countries are a huge industry that is continually growing. 

Despite advances in technology, educational institutions continued to use handwritten ID cards and files. It was much easier to 

identify the student and track his or her development if the ID card system was implemented in a systematic manner. The QR 

code was merged with the student ID card in this project. The student's personal information was obtained by scanning the QR 

code, which was affixed to the ID card. It was described as the "next-generation bar code." In underdeveloped countries, the ID 

card was an excellent application of modern technology. The QR code was a unique sort of matrix barcode created specifically 

for manufacturers. Because of its vast storage capacity and quick readability, it became increasingly popular and well-known. 

The code was mostly composed of pure black modules on a white background, with the black modules arranged in a square 

pattern. The information was encoded using either kanji symbols or alphanumeric symbols. The QR code's algorithm or 

function is made up of six primary components, including: 
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 Three Position Detection pattern 

 Timing pattern code 

 Reed-Solomon Error Detection 

 Data Area 

 Buffer zone or Quite zone 

 Alignment pattern 

The barcode has some disadvantage such that it does not contain all the information in detail. The barcode was replaced by the 

QR code and easily inserted or made a link to more information. The QR code easily encoded the web link and the web address. 

There were several advantages in encoding the data inside QR code. When the QR code was online then it was capable of 

reading anything with the help of camera and the sensor of the cellphone. 

There were some drawbacks of using the QR code such as: 

 The user should have a camera phone and the right kind of software installed on the mobile phone. 

 The QR code was used only by the smart phones to read the QR code image. 

 The use of camera phones was expensive. 

 It was a real problem of using a smart phone for the people above 40 years and the people was not interested in 

spending lots of money. 

 All the camera phones were unable to read the QR code 

The QR code was used in several applications, which includes, 

 Used as current mainstream 

 Applications in the field of E-ticketing 

 System for Loyalty points 

 Intelligent advertisement 

Sreenivasagam&Velumani (2013) proposed a zero-watermarking technique for gaining access to patients' medical records. 

For medical picture authentication, the zero watermarking strategies used in this study were based on the Composite Transform 

(CT) and the Singular Value Decomposition Domain (SVD). The watermarking approach was used to access the patient 

record's identifier. Health-care organisations used cloud-based preservation of medical pictures and patient records and 

efficiently shared them. To reduce fraudulent activities and medical history inaccuracies, access to these records and 

verification of these records were strictly limited. The patient was recognised, and the patient's information was encoded in the 

QR code, which also functioned as a watermark. 

 

III. VISUAL CRYPTOGRAPHY 

Within the security area, cryptography has a long and fascinating history. The handling of sensitive photographs containing 

classified information is a top priority in various departments, such as the military's distribution of maps via the internet and 

many other business industries. Various image secret sharing techniques have been developed to address the security issues 

with sensitive photographs. Visual cryptography (VC) is a technology invented by Naor and Shamir [1] in 1995 to manage 

secret picture exchange. 

VC is a method of encrypting a secret image containing confidential visible information in such a way that the decryption may 

be performed entirely by the human visual system (HVS) without the use of computers. Any visual information, such as 

printed text, handwritten notes, and photographs, can be encrypted using VC. It removes the need for sophisticated 

computation during the decryption process, and the photos can be restored by stacking the shares. It combines the features of 

creating flawless cyphers and exchanging secrets in cryptography. The secret image is typically separated into two or more 

portions. The secret images are recovered when the required number of shares are printed on transparencies and then 

superimposed. 

The technique of VC was introduced by Naor et al. [1], in which the binary picture is decomposed into n number of shares. 

Figure 1 provides an example of utilising visual cryptography to create a share and recover a secret image. When shares are 

stacked on top of one another in the (k,n) scheme, the original hidden image is revealed. For a binary image, the Naor scheme 

is ideal. The original image's shares are defined by selecting pairs of sub-pixel matrices for black and white pixels at random 

[2]. 
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Figure 1: Original image, Halftone, Share-1, Share-2 and Decrypted image 

IV. QUICK RESPONSE CODES 

A QR code (short for Quick Response code) is a sort of matrix barcode (also known as a two-dimensional barcode) that was 

first developed in 1994 for the Japanese car industry. A barcode is an optical label that provides information about the item to 

which it is attached and can be read by machines. In actuality, QR codes frequently include information for a locator, identifier, 

or tracker that directs users to a website or application. To store data efficiently, a QR code uses four defined encoding modes 

(numeric, alphanumeric, byte/binary, and kanji); extensions may also be utilised. [4] 

Because of its faster readability and larger storage capacity than ordinary UPC barcodes, the Quick Response system gained 

widespread outside of the automobile industry. Product monitoring, item identification, time tracking, document management, 

and general marketing are some of the applications. A QR code is made up of black squares placed in a square grid on a white 

backdrop that can be scanned by a camera and then processed using Reed–Solomon error correction until the image can be 

properly interpreted. The essential information is then derived from patterns in the image's horizontal and vertical components. 

[5] 
 

 
 

Figure 2: QR Code 
 

A QR code is recognised by a 2-dimensional digital image sensor and then digitally evaluated by a programmable processor, 

unlike older one-dimensional barcodes that were designed to be mechanically read by a narrow beam of light. The processor 

locates the three different squares at the corners of the QR code image, then normalises the image for size, orientation, and 

viewing angle by employing a smaller square (or many squares) near the fourth corner. After that, the little dots in the QR code 

are transformed to binary integers and confirmed using an error-correcting method. [6] 

Masahiro Hara of Denso Wave, a Japanese business, devised the QR code technology in 1994. Its goal was to track cars while 

they were being built, and it was built to enable for high-speed component scanning. QR codes are currently employed in a far 

broader range of applications, including commercial tracking applications as well as convenience-oriented apps for mobile 

phone users (termed mobile tagging). 

QR codes can be used to show text to the user, add a vCard contact to the user's device, open a URI, connect to a wireless 

network, or write an email or text message. QR code generators are accessible as software or as web tools, and they are either 

free or require a paid subscription. The QR code has grown in popularity as one of the most often used two-dimensional codes. 

[13] 

A QR code, also known as a matrix code, is a two-dimensional encoding of data. This machine-readable matrix code is made 

up of black and white squares. It can store URL (Uniform Resource Locator) information, contact information, links to movies 

or photographs, simple text, and much more. [14] 

Architecture of QR Codes Each QR code symbol has a square pattern to it. There are two regions in this square pattern: the 

encoding region and the function patterns. The location where the encoding region indicates the data encoding is the focus of 

the function patterns. 

The structure of the QR code symbol is shown in Figure 2. Finder patterns, timing patterns, and alignment patterns are all part 

of the function pattern. Finder patterns are three frequent structures found on the three corners of a QR code symbol. The 

Finder pattern is used to determine the symbol's proper orientation. The decoder software uses timing patterns to determine 

which side of the pattern to use. In the case of image distortion, alignment patterns are utilised to ensure that decoder software 
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accurately decodes the symbol. Other than the function pattern, the rest of the region is the encoded region, which stores data 

code words and error correcting code words [13]. The quiet zone is the distance between the QR code and its surroundings. It 

is necessary for the scanning application to function properly. 
 

Characteristics of QR Code 

1. High Storage Capacity 
   A QR code symbol can store up to 7,089 characters of information, which is a huge amount as compared to 1-D barcode.  

2. Encodable Character Set 
 Numeric data (Digits 0-9) 

 Alphanumeric data (upper case letters A-Z; Digits 0 - 9; nine other characters: space, : % * + - / _ $)  

 Kanji characters  

3. Small Printout Size 
   The information in QR code is stored in both horizontal and vertical directions. Due to this feature, for the same amount of 

data, space acquired by QR code is one fourth times less than the space acquired by 1-D barcode.  

4. 360 Degree Reading  

   QR code is readable from any direction. This feature is provided by the finder patterns present at three corners of the symbol. 

The finder pattern helps to locate the QR code.  

5. Capability of Restoring and Error Correction 
   If the part of code symbol is damaged or dirty, data can be recovered. The error detecting procedure can focus on the region 

of correct information. There are four levels of error correction of QR code that are L, M, Q and H. The level L has the weakest 

and level H has the strongest error correction capability [10]. 

 

V. USES OF QR CODE 

In recent years, QR codes have grown increasingly popular in consumer advertising. A smartphone is commonly used as a QR 

code scanner, which displays the code and converts it to a useable format (such as a standard URL for a website, thereby 

obviating the need for a user to type it into a web browser). Because it gives a faster way to access a brand's website than 

manually typing a URL, the QR code has become a focus of advertising strategy. Beyond the consumer's convenience, the 

value of this capacity is that it improves the conversion rate: the likelihood that contact with an advertisement will result in a 

sale. It quickly moves interested prospects along the conversion funnel with little effort, leading the viewer to the advertiser's 

website, where a lengthier and more targeted sales pitch would lose the viewer's interest. 

QR codes, which were first used to track parts in automobile manufacture, are now utilised in a considerably broader range of 

applications. Commercial tracking, entertainment and transportation tickets, product and loyalty marketing, and in-store 

product labelling are all examples of these services. Examples of marketing include employing a QR code decoder, which is a 

mobile app, to collect a company's discounted and percent discount, or saving a company's information, such as address and 

related information, with its alpha-numeric text data, as seen in the Yellow Pages directory. 

QR codes with addresses and URLs can be found in publications, on signs, on buses, on business cards, and on nearly any 

object about which consumers might be interested in learning more. Users with a camera phone and the appropriate reader 

application can scan the QR code image to see text, contact information, connect to a wireless network, or access a web page in 

the phone's browser. Hard linking, often known as hyperlinking, is the act of linking from physical world items. QR codes can 

also be linked to a location, allowing you to see where they've been scanned. The geo information is retrieved by the QR code 

scanning application using GPS and cell tower triangulation (GPS), or the URL contained in the QR code is associated with a 

place.. 
 

Mobile operating systems 
 

QR codes can be used on various mobile device operating systems. iPhones running on iOS 11 and higher and some Android 

devices can natively scan QR codes without downloading an external app. The camera app is able to scan and display the kind 

of QR code (only on iPhone) along with the link (both on Android and iPhone). These devices support URL redirection, which 

allows QR codes to send metadata to existing applications on the device. Many paid or free apps are available with the ability 

to scan the codes and hard-link to an external URL. [10] 

1) URLs 

URLs aided marketing conversion rates even in the pre-smartphone era, but during those years faced several limitations: ad 

viewers usually had to type the URL and often did not have a web browser in front of them when they first viewed the ad. The 

chances were high that they would forget to visit the site later, not bother to type a URL, or forget what URL to type. Semantic 

URLs decreased these risks but did not eliminate them. With the advent of smartphones the issue of viewers not being able to 

access a website immediately has become less of an issue, however the trouble of typing in URLs still remained and thus QR 

codes were used in order to allow redirecting to URLs for instant access. Several QR Code Generators offer an additional 

feature - Dynamic QR Codes. Dynamic QR Codes can be edited over and over again since they use a placeholder URL which 

also makes it easier and faster to scan than their counterpart - Static QR Codes.[10] 

https://en.wikipedia.org/wiki/URL_redirection
https://en.wikipedia.org/wiki/Metadata
https://en.wikipedia.org/wiki/Conversion_rate
https://en.wikipedia.org/wiki/Semantic_URL
https://en.wikipedia.org/wiki/Semantic_URL
https://en.wikipedia.org/wiki/Smartphone
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2) TOTP use 

QR codes are also used in scanning TOTP secrets to generate time-based one-time passwords. 

3) Website login 

4) QR codes can be scanned with a verified smartphone and used to log into websites: a QR code is displayed on the login 

page on a computer screen, and when a registered user scans it with a verified smartphone, they are automatically logged in. 

The smartphone contacts the server and performs authentication. In January 2012, Google experimented with such a login 

mechanism. 

5) QR code payment 

QR codes can be used to hold bank account or credit card information, or they can be developed particularly for use with 

certain payment provider applications. QR code payments are now being tested in a number of locations throughout the world. 

QR code payment is a very common and convenient means of making payments in emerging countries like India and China. 

[12] 

 

VI. CONCLUSION 

QR codes are examined in this paper in terms of their significance and applications. The workings of QR codes are presented in 

order to familiarise the reader with QR codes. A QR code can store a lot of information in a tiny space. We may expect more 

public domains to utilise these codes as public knowledge of their utility grows. 
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