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ABSTRACT

Information is sensitive and this can beused for
any purposes.That’s the reason we are focusing
much on security measures. Phishing is the
malicious attack which we can see in general,while
we are working with websites. Because some of
the websites can be accessed in an unauthorized
manner. We need to define a latest trend in
technology to detect which web site is phished
,which are the relevant websites we need to check
for the work. Machine learning is the process of
understanding the websites which are phished and
which are at most health check. We are providing
the comparison of Machine lerning classification
methods by providing the common dataset and
checking the accuracy by using confusion matrix
as the performance metrics. Machine Learning

algorithms like SVM, RF etc were implemented.

INTRODUCTION

Machine learning is the prominent method
which is being used in various sectors. In

security and compliance we need to
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implement a best method and make it
understand the need of security in different
applications.Phishing is the mechanism used
by the intruder to know the users data using
a false pattern in webpage URL. Websites
are the means of data transfer and there is a
large security breech in those areas. These
are the means of data leakage and we need
to provide a solution using machine learning
methods by predicting which is the site
effected with phishing method. The
methods which are being implemented in
this research implementation are

comparison methodof different machine

learning models like random forest, support

vector machine and so on.

e Data preprocessing:

In this, the data set iscollected from UCI data
repositoryconsists of features like
having‘IP_Address’,'URL _Length','Shortining
_Service','having_At_Symbol','double_slash_r
edirecting’, 'Prefix_Suffixetc. This data is
represented in .csv format By using Jupyter
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Notebook tool which is present in Anaconda
Navigator.In that software we can getaccess to
the dataset and canperform certain operations
byimporting libraries.

e Data splitting:

In this dataset, the data will seperated as
Independent and Dependent variables .The
independent varaibles can present on or many
in the data set.The splitted data is also
considered as training data set and the other is
considered as testing data set. In this we took
training data set as 80% then testing data set as
20%.

e Data Evaluation:

In this the training dataset will undergoes
different Machine Learning algorithms namely
Logistic  Regression,  Random  Forest
Classifier, Decision Tree, KNN, Naive Bayes,
SVM and Neural networks etc and it accuracy
is calculated. Out of all algorithms Random

Forest Classifier gives more accurate result.

EXISTING SYSTEM

It only describes about the detection of
phished websites using any one of the
classification techniques.The existing models
are not cost effective and require the good
configuration of the device to run the
model.The previous projects used the different
dataset in order to get the highest accuracy
which made their project insufficient due to
the lack of detailed as well as valid contents in
the data.
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PROPOSED SYSTEM
In this, it mainly focuses on comparing the
different Machine Learning Classification
models which plays a major role in detection
of phished websites.By using this we can
identify the most accurate model in detection
websites whether they are phished or not.We
are taking our dataset which consists of -1,0,1
values.Here -1 indicates phished website state
1 indicates normal website state and 0
indicates the null value, which is helpful in
detection of phished websites.The 0 value will
be replaced as -1 by using the rename
method.The dataset will undergoes the process
of finding the accuracy of the classification
models.As the Random Forest model is most
accurate model, which will be suitable for the
best classification model in order to detect the
phished websites.
IMPLEMENTATION

Data  preprocessing techniques like
collection of the dataset from the UCI data
repository.The dataset can accessed with the
help of Jupyter Notebook which is situated in
the Anaconda Navigator.In this navigator we
created the virtual environment for the better
result. The libraries such as Numpy ,Pandas are
imported in order to certain operations.
Matplotlib gives the graphical represention of
and the ROC

graph,which plays a key role in accuracy

the data.Confusion matrix

representation of Decision Tree,SVM and

Random Forest models.The Keras library is
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imported for the implementstion of Neural
Networks.In SVM model,it consists of node
modules with and without kernal method.The
Kernal SVM model decides whether the data
is linear or not.Decision Tree also consits of
two modules such as with and without
entropy.The  without  entropy  module
represents the default mode of Decision
tree.Random forest consists of two modules
named as without and without estimators.The
estimators indicates the desired partition of
sub classes.By importing the required libraries
will find out the accuracies of different

classificaiton models.
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Classification Report:
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CONCLUSION
This project involves in comparing the
accuracy of detecting the phished websites by
considering the feature like having
_IP_Address,URL_Length,Shortining_Service
etc.The six different classification models is
applied on the dataset.Out of six different
models, Random Forest algorithm gives the

highest accurate result.

FUTURE SCOPE FOR FURTHER
DEVELOPMENT
On the same dataset,we would like to add
more implementation of all classification
models as well as implementation of various
Neural networks and Natural Language
Processing,which will be an advantage of

detecting the phished webistes.
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