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ABSTRACT: With the widespread usage of smartphones, malicious apps have grown in number. Because
Android is so widely used and well-known, dangerous malware routinely targets it. This paper provides an
overview of a method for identifying and thwarting malicious software that targets Android applications and
devices. To capture numerous features of Android apps, the framework uses a large range of feature classes.
Similarity-based or existence-based feature extraction approaches are used to more accurately represent
these attributes for malware detection and prevention. This study presents a novel multimodal deep learning
methodology that might serve as the foundation for Android malware detection and avoidance. You may
make the most of a range of features by using this detection model. Deep neural network model
investigations are used to ascertain the model's accuracy. Additionally, the framework is assessed in a
variety of methods, including the assessment of model performance over time, the analysis of the value

added by different characteristics, and the assessment of the representation of the features in the framework.

Keywords : Machine learning Android malware, intrusion detection , malware detection, , neural network.

I. INTRODUCTION

Attacks targeting mobile devices, such as
smartphones and tablets, have increased
dramatically in recent years. Malware designed to
infiltrate mobile devices can cause serious security
holes and financial losses, making it a major threat
to information technology. G DATA conducted a
study in 2017 and found that in the first three
months of that year, security researchers
uncovered about 750,000 separate cases of
Android malware [9]. The creation and
dissemination of mobile malware will likely

continue in order to commit various cybercrimes
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aimed at mobile devices. Android is the most
popular mobile OS, and as a result, it is the
primary target of mobile malware. An second
factor encourages Android malware producers to
create more malicious apps: the rising popularity
of Android devices.

The ability of the Android OS to allow users to
install programs from external sources is the
primary cause of this phenomena since it allows
attackers to trick Android users into downloading
malicious software from their servers.

There have been several studies conducted to find

ways to protect Android devices against malware.
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Malware detection studies can be roughly divided

into two broad categories: those that rely on
dynamic analysis [1-8] and those that rely on
static analysis [10-14]. Dynamic analysis
techniques require close attention to semantic
details throughout the execution of any program in
a safe setting. Static analysis techniques, on the
other hand, can be used to glean syntactic
properties without actually running the programs
themselves. Static analysis is advantageous
because it may be performed without establishing
computational overheads or execution
environments, unlike other types of analysis.
Dynamic analysis provides the benefit of dealing
with rogue apps that use obfuscation methods like
code packing or encryption.

Numerous attempts have been made in the past to
identify Android malware, but they have mostly
relied on a small set of features. There is a fixed
number of properties that can be expressed by
each feature type in an application. In contrast, we
present a theoretical framework for doing so that
makes use of many data points. These variables
were chosen to provide a multidimensional
representation of the application's attributes. The
proposed framework will first concentrate on
extracting and processing the various feature
kinds. Then, we'll use vector feature generating
methods to refine these characteristics into
something more accurate. While malware and safe
software do share some characteristics, the
efficiency of feature vector development based on
similarity or existence in distinguishing between
the two is particularly striking. The framework
also uses a classification model to define the

importance of each component's level of
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classification. For a comprehensive set of features

and helpful approaches, the deep learning method
has been found to be an effective classification
algorithm.

Il. PROPOSED SYSTEM

This research suggests using a multimodal deep
neural network model to verify attributes with a
wide range of properties. To improve the quality
of the network's output by integrating more
variables, it was built utilizing a multimodal deep
learning approach. Using both voice and lip shape
data, a multimodal deep learning strategy was
used in a prior study [15] to recognize human
speech. This method makes use of a wide variety
of feature types, each of which is fed into its own,
independently operating neural network. Each
preliminary neural network is connected to the
final neural network in order to produce
classification results. According to the results of
an investigation, multimodal deep learning is an
innovative method for spotting Android malware.

Malgenome project [16] and Virus Share [17] are
two well-known examples of small datasets that
have inspired a plethora of studies that use their
architecture and huge datasets. By utilizing the
deep neural network model, its efficacy may be
analyzed and assessed. The choice of feature
representation is based on the available features,
and the performance of the framework is
evaluated over model changes using numerous
evaluation methods. This framework outperforms
that of competing deep learning approaches when

it comes to identifying malicious software.

I11. SOFTWARE USED
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The machine learning framework in Python can be

used to detect and prevent malware attacks on
Android devices. Artificial intelligence (Al) using
Python for machine learning allows computers to
learn without being explicitly taught. The term
"machine learning"” refers to the method used to

create adaptive computer programs.

ANACONDA NAVIGATOR

The anaconda navigator uses Python, a
programming language that is seeing rapid
adoption in open data science and is used by many
other new platforms in the industry.

Python and R are both part of the Anaconda
distribution, which is a free and open-source
software package. Machine learning, data science,
predictive analytics, and massive data processing
are just some of the scientific computing tasks that
benefit from its design. Deployment and package
management are simplified as a result. To
efficiently manage different versions of packages,
Conda uses a package management system [19].
Approximately 1400 of the most popular data-
science tools are included in the Anaconda
distribution, which is used by more than 13
million individuals. All three major platforms
(Linux, Windows, and Mac OS) are supported by
these bundles [20].

Jupyter, or the Scientific Python Development
Environment, is a widely used software found
within  the Anaconda navigator. Python's
prominent libraries, such as SciPy for signal and
image processing, NumPy for linear algebra, and
matplotlib for interactive 2D/3D graphing,
contribute to the language's versatility and

robustness as a programming environment. The
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language has extensive capabilities, such as a

numerical computing environment and interactive

testing, editing, introspection, and debugging.

IV. RELATED WORK

All prior approaches that made use of deep
learning algorithms can be characterized by the
concept of turns. Windows virus is detected using
recurrent neural networks in a study by Razvan
Pascanu [21]. The API events were utilized for the
detection features implementation. Deep Sign's
solution for detecting malware on Windows
utilized dynamic API calls and their associated
arguments [22]. In this scenario, Deep Sign uses
the deep network to determine which files are safe
to open and which are dangerous. Joshua Saxe
[23] proposes using deep neural networks to
detect viruses. This tactic's features included
strings, randomness, PE import methods, and
Windows binary data. Malware like Trojans may
be hard to spot using this technique since they
share so many characteristics with common
software.

Droid Detector [24] utilized ML methods to spot
malware on Android devices. During this process,
many different features are retrieved, and the deep
network uses these features to make decisions.
Android malware can be detected with Wei Yu's
[25] method by modeling a neural network with
permissions and system calls. The system solely
makes use of static features, even if a vast amount
of data is available for analysis and detection. The

convolution neural network (CNN) is a key
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component of Niall McLaughlin's [26] suggested

method for Android virus detection.

The system makes advantage of the unprocessed
opcode sequences of programs as features. In [27],
Hossein Fereidooni introduced ANASTASIA, a
tool for identifying malicious Android apps based
on their permissions, intents, APl calls, and
system instructions. A deep neural network is
used in this method together with other classifiers.
While there is a wealth of new data can be mined
from Android apps, the vast majority of existing
techniques only make use of a small subset of
these data points. In addition, the cases where the
older methods augmented the expanded feature

sets are ignored.

V CONCLUSION

In this work, we present a literature evaluation of
the smart eye blink solution for motor neurone
disease (MND) patients, who will benefit from a
technique that is both more precise and more

responsive than previous methods.
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