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ABSTRACT 

To find the best model considering detection success rate, combination of supervised learning 

algorithm and feature selection method have been used. Through this study, it is found that Artificial 

Neural Network (ANN) based machine learning with wrapper feature selection outperform support 

vector machine (SVM) technique while classifying network traffic. To evaluate the performance, 

NSL-KDD dataset is used to classify network traffic using SVM and ANN supervised machine 

learning techniques. Comparative study shows that the proposed model is efficient than other 

existing models with respect to intrusion detection success rate. 

 

INTRODUCTION 

Intrusion detection is the first step to prevent security attack. Hence the security solutions such as 

Firewall, Intrusion Detection System (IDS), Unified Threat Modeling (UTM) and Intrusion 

Prevention System (IPS) are getting much attention in studies. IDS detect attacks from a variety of 

systems and network sources by collecting information and then analyze the information for 

possible security breaches [3]. The network based IDS analyzes the data packets that travel over a 

network and this analysis are carried out in two ways. Till today anomaly based detection is far 

behind than the detection that works based on signature and hence anomaly based detection still 

remains a major area for research [4-5]. The challenges with anomaly based intrusion detection are 

that it needs to deal with novel attack for which there is no prior knowledge to identify the anomaly. 

Hence the system somehow needs to have the intelligence to segregate which traffic is harmless and 

which one is malicious or anomalous and for that machine learning techniques are being explored 

by the researchers over the last few years [6]. IDS however is not an answer to all security related 

problems. For example, IDS cannot compensate weak identification and authentication mechanisms 

or if there is a weakness in the network protocols. With the wide spreading usages of internet and 

increases in access to online contents, cybercrime is also happening at an increasing rate [1-2]. 

Intrusion detection is the first step to prevent security attack. Hence the security solutions such as 

Firewall, Intrusion Detection System (IDS), Unified Threat Modeling (UTM) and Intrusion 

Prevention System (IPS) are getting much attention in studies. IDS detect attacks from a variety of 

systems and network sources by collecting information and then analyze the information for 

possible security breaches [3]. The network based IDS analyzes the data packets that travel over a 

network and this analysis are carried out in two ways. Till today anomaly based detection is far 

behind than the detection that works based on signature and hence anomaly based detection still 

remains a major area for research [4-5]. The challenges with anomaly based intrusion detection are 

that it needs to deal with novel attack for which there is no prior knowledge to identify the anomaly. 

Hence the system somehow needs to have the intelligence to segregate which traffic is harmless and 

which one is malicious or anomalous and for that machine learning techniques are being explored 

by the researchers over the last few years [6]. IDS however is not an answer to all security related 

problems. For example, IDS cannot compensate weak identification and authentication mechanisms 

or if there is a weakness in the network protocols. 

Studying the field of intrusion detection first started in 1980 and the first such model was published 

in 1987 [7]. For the last few decades, though huge commercial investments and substantial research 

were done, intrusion detection technology is still immature and hence not effective [7]. While 

network IDS that works based on signature have seen commercial success and widespread adoption 

by the technology based organization throughout the globe, anomaly based network IDS have not 
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gained success in the same scale. Due to that reason in the field ofIDS, currently anomaly based 

detection is a major focus area of research and development [8]. And before going to any wide scale 

deployment of anomaly based intrusion detection system, key issues remain to be solved [8]. But 

the literature today is limited when it comes to compare on how intrusion detection performs when 

using supervised machine learning techniques [9]. To protect target systems andnetworks against 

malicious activities anomaly-based network IDS is a valuable technology. Despite the variety of 

anomaly-based network intrusion detection techniques described in the literature in recent years [8], 

anomaly detection functionalities enabled security tools are just beginning to appear, and some 

important problems remain to be solved. Several anomaly based techniques have been proposed 

including Linear Regression, Support Vector Machines (SVM), Genetic Algorithm, Gaussian 

mixture model, knearest neighbor algorithm, Naive Bayes classifier, Decision Tree [3,5]. Among 

them the most widely used learning algorithm is SVM as it has already established itself on 

different types of problem [10]. One major issue on anomaly based detection is though all these 

proposed techniques can detect novel attacks but they all suffer a high false alarm rate in general. 

The cause behind is the complexity of generating profiles of practical normal behavior by learning 

from the training data sets [11]. Today Artificial Neural Network (ANN) are often trained by the 

back propagation algorithm, which had been around since 1970 as the reverse mode of automatic 

differentiation [12].  

The major challenges in evaluating performance of network IDS is the unavailability of a 

comprehensive network based data set [13]. Most of the proposed anomaly based techniques found 

in the literature were evaluated using KDD CUP 99 dataset [14]. In this paper we used SVM and 

ANN –two machine learning techniques, on NSLKDD [15] which is a popular benchmark dataset 

for network intrusion. 

 
 

LITERATURE SURVEY 

1. Detecting Adversarial Examples Via Prediction Difference For Deep Neural Networks 

To address this problem, we propose a novel defense method, transferability prediction difference 

(TPD), to drastically improve the adversarial robustness of DNNs with small sacrificing verified 

accuracy. We find out that the adversarial examples have lager prediction difference for various 

DNN models due to their various complicated decision boundaries, which can be used to identify the 

adversarial examples by converging decision boundaries to a prediction difference threshold. We 

adopt the K-means clustering algorithm on benign data to determine transferability prediction 

difference threshold, by which we can detect adversarial examples accurately and efficiently. 

Furthermore, TPD method neither modifies the target model nor needs to take knowledge of 

adversarial attacks. We perform four state-of-the-art adversarial attacks (FGSM, BIM, JSMA and 

C&W) to evaluate TPD models trained on MNIST and CIFAR-10 and the average detection 

accuracy is 96.74% and 86.61%. The results show that TPD model has high detection ratio on the 

demonstrably advanced white-box adversarial examples while keeping low false positive rate on 

benign examples. 

 

https://www.sciencedirect.com/topics/engineering/saliency-map
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2. A Data Mining Approach To Network Intrusion Detection 
Neethu opined that machine learning approach can consist of dimensionality reduction module and 

classification of network traffic. The importance of feature selection in preprocessing is presented by 

Osanaiye et al  stating the use of information gain, Gain ratio, Chi-squared to select relevant features 

in order to improve the learning rate and reduce the false alarm rate. Onyekwelu et al also stated the 

importance of preprocessing using various methods of data transformation and data discretization. 

Garg  proposed the use of binarization technique on data, the selection of most optimal binarization 

algorithm gives a different performance on different datasets. Ennert et al  reports IDS model using 

several intrusion detection tools provides a set of selected tests on the performance of the IDS model 

that would enlarge the functionality of IDS. 

The results of such studies are characterized by poor detection rate because of inability to unknown 

signature. The enormous network traffic and low detection rate necessitate the need for machine 

learning techniques in intrusion detection to curbing the problem of intrusions on networks. Some of 

the machine learning techniques used to deploy an anomaly IDS are Naïve Bayes, Neural Networks, 

Fuzzy Logic, k Nearest Neighbor algorithms, Bagging, Random Forest, and many more . An 

anomaly IDS is much more effective in detecting novel attacks though with high false alarm rate. 

Previous efforts include studies conducted by Boppana and Su ,Schmidhuber.  andVinchurkar and 

Reshamwala  that used different neural variants network to distinguish between normal and attack 

traffics in KDD99 and NSL-KDD intrusion detection datasets. 

 

PROPOSED SYSTEM 
To overcome the problem of existing system author is using System model deep neural network 

algorithm to predict System model. A comparative study is presented, using System model, such as 

feature selection and building machine intelligence, utilising the mean square error criterion, in order 

to evaluate the performance achieved by the different methods 

Feature selection is an important part in machine learning to reduce data dimensionality and extensive 

research carried out for a reliable feature selection method. For feature selection filter method and 

wrapper method have been used. In filter method, features are selected on the basis of their scores in 

various statistical tests that measure the relevance of features by their correlation with dependent 

variable or outcome variable. Wrapper method finds a subset of features by measuring the usefulness 

of a subset of feature with the dependent variable. Hence filter methods are independent of any 

machine learning algorithm whereas in wrapper method the best feature subset selected depends on the 

machine learning algorithm used to train the model. In wrapper method a subset evaluator uses all 

possible subsets and then uses a classification algorithm to convince classifiers from the features in 

each subset. The classifier considers the subset of feature with which the classification algorithm 

performs the best. To find the subset, the evaluator uses different search techniques like depth first 

search, random search, breadth first search or hybrid search. The filter method uses an attribute 

evaluator along with a ranker to rank all the features in the dataset. Here one feature is omitted at a 

time that has lower ranks and then sees the predictive accuracy of the classification algorithm. Weights 

or rank put by the ranker algorithms are different than those by the classification algorithm. Wrapper 

method is useful for machine learning test whereas filter method is suitable for data mining test 

because data mining has thousands of millions of features. 

Based on the best features found in the feature selection process, learning models are developed. To 

develop the learning model, machine learning algorithm is used. Training dataset is used to train the 

algorithm with the selected features. In supervised machine learning, each instance in the training 

dataset has the class it belongs to. The algorithm build the learning model based on which machine 

learning algorithm is being used. 

In SVM a separating hyper plane defines the classifier depending on the type of problem and 

available datasets. In case where dataset is one dimensional, the hyper plane is a point, fortwo 

dimensional data it is a separating line as shown in Fig 2, for three dimensional dataset, it is a plane 

and if the data dimension is higher it is a hyper plane. For a linearly separable dataset, the classifier 

or the decision function will have the form - 
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Here we consider some tweets from the twitter and by using an algorithm decision tree classifier 

we will classify the twitter tweets.First we consider a tweet based on the keywords that we use it 

classifies the tweet that means we give some keywords in dataset so based on that it compares 

and classifies the given tweet into their respective domain. 

 

SAMPLE SCREENS 

 
In above screen click on ‘Upload NSL KDD Dataset’ button and upload dataset 

 
In above screen I am uploading ‘intrusion_dataset.txt’ file, after uploading dataset will get below 

screen 

 
Now click on ‘Pre-process Dataset’ button to clean dataset to remove string values from dataset and 

to convert attack names to numeric values 

 
After pre-processing all string values removed and convert string attack names to numeric values 

such as normal signature contains id 0 and anomaly attack contains signature id 1. 
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Now click on ‘Generate Training Model’ to split train and test data to generate model for prediction 

using SVM and ANN 

 

CONCLUSION 

In this paper, we have presented different machine learning models using different machine learning 

algorithms and different feature selection methods to find a best model. The analysis of the result 

shows that the model built using ANN and wrapper feature selection outperformed all other models 

in classifying network traffic correctly with detection rate of 94.02%. We believe that these findings 

will contribute to research further in the domain of building a detection system that can detect known 

attacks as well as novel attacks. The intrusion detection system exist today can only detect known 

attacks. Detecting new attacks or zero day attack still remains a research topic due to the high false 

positive rate of the existing systems. 
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