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Abstract 

Big data is massive collection of big and complex data sets that cannot be stored and processed using 

traditional data processing systems. Hence big data requires high computational power and storage 

and big data uses distributed system. The amount of data in world is growing day by day. Data is 

growing because of use of internet, smart phone and social network like facebook, google, ebay etc. 

Big data is a term used for very large and complex data sets that have more varied structure. Big data 

can be characterized by 4 V’s i.e., Volume, Velocity, Variety and veracity. Security and Privacy 

becomes prime concern in order to protect it from attacks. Big Data is a data whose complexity 

requires new techniques, algorithms, and analytics to manage it and extract value and hidden 

knowledge from it. We need a different platform named Hadoop as the core platform for structuring 

Big Data, and solves the problem of making it useful for analytics purposes. This paper covers uses of 

privacy by taking existing methods such as k-anonymity, T-closeness and L-diversity. The goal of this 

paper is to provide a major review of the privacy preservation mechanisms in big data and present the 

challenges for existing mechanisms. 
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Introduction 

The term Big Data is used to define enormous volume data, both structured and unstructured. The vast 

amount of data is impossible to process using traditional software technologies. This data is generating 

from various platforms like Social media, Stock market, data of particular organizations and list goes on. 

Big data [1, 2] specifically refers to data sets that are so large or complex that traditional data processing 

applications are not sufficient. It’s the large volume of data. A common theme of big data is that the data 

is diverse i.e. it may contain text, audio, image, or video etc. 

 

Big data analytics: It indicates the process of managing, collecting and storing of large amount of data 

sets in order to discover useful information [3]. The main aim of the big data analytics is to make 

businessman, scientists and other professionals to make more accurate decisions to their large amount of 

data. 
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Characteristics of Big data is usually defined by the 4V’s: 

Volume: It represents large amount of data. Data generated from multiple sources i.e. social media, 

Business sector, Healthcare, data governance, various institutions, etc 

Variety: The data is coming from different sources in many formats such as images, audio, video, files, 

emails, financial transactions, simulations, 3D models, etc. 

Velocity: Velocity referred the speed of data processing. For time-sensitive processes such as catching 

fraud, big data must be used. It streams into your enterprise in order to maximize its value. 

Veracity: It refers to the reliability of the data. The quality of captured data, which vary so high. The 

Accurate analysis of data depends on the veracity of source data. 

 

Advantages of Big Data 

• In information technology, the security and troubleshooting can be improved when the patterns  in the 

existing logs are analyzed. 

• In customer services information from call centers can be used to get the customer pattern and thus 

enhance customer satisfaction by customizing services. 

• In improving services and products, content from social media can be used. By knowing the potential 

customers’ preferences, the company can modify its products in order to address a larger area of people. 

• In the detection of fraud in the online transactions for any industry. 

• In risk assessment by analyzing information from the transactions on the financial market. 

 

Role of Big Data 

 In Big Data Analytics Applications: It is the new category of the software application. Hadoop  

technique is used in this application to analyze the data. In this technique first of all the analysis 

is done by the developers in a small scale by talking some small samples. After that they use the 

whole data in the analysis process [4]. 

 In clustering: Clustering is also a technique which is used in managing and processing of Big 

data. K-means algorithm is used in this technique. It helps to identify the similar groups of data 

and collaborate in one cluster. 

 In banking: In the banking sector, Big data is used at large scale. As we know that banking sector 

includes important information regarding customer’s earning, savings, insurance policies etc. So 

the banking sector uses the Big data for the sake of security purposes [5]. 
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 In Agriculture: In this field, big data is used at very rapid rate. As we all know that crops are 

totally dependent upon the weather conditions. So, Big data helps to identify the weather 

conditions by applying different algorithms and tools [6]. 

 In weather forecasting: Big data is the term which is widely used in the field of weather 

forecasting. With the help of K-means clustering and R tool, we can easily predict the weather 

for upcoming days. This method is also applicable in various fields in which we have to predict 

the upcoming data [7]. 

 In smart phones: Big data is the term which is widely used in every field. In today’s era, every 

person have smart phone in their pockets. As in the I phones, there are some applications in 

which we have to store the person to person data in order to satisfy the android application’s 

requirements. For example, in I phones, there is an app in which we have to store the images for 

security locks as facial recognition 

 

BIGDATA SECURITY AND PRIVACY CHALLENGES 

Security focus on protect the enterprise. Data privacy focuses on individual user's information. There are 

mainly three objectives of security are secrecy, reliability and accessibility.  [8], there are primarily 

some difficulties in the field of Big Data security and protection as referenced given under: 

1) Secured calculations in dispersed programming systems 

2) Security best practices for non-relational information stores 

3) End-point input approval and sifting 

4) Real-time security observing 

5) Privacy-safeguarding information mining and examination 

6) Granular 

 

PRIVACY PROTECTION IN BIG DATA 

Privacy is main concern in big data so we need efficient privacy preservation methods. Privacy directly 

related to customers. Privacy mainly focuses on user's individual data rather than entire collection of 

data. The privacy preservation techniques can be used protect the persons sensitive information. Privacy 

is important in 3 stages i.e. data generation, data storage, data processing. In this paper focusing on Data 

Anonymization, l-diversity, t-closeness in big data storage. 

Data Anonymization 

Data Anonymization means by removing the personal details to maintain the privacy of users [9,10]. It 

is also called as de-identification. Whenever organizations releasing the data publically by anonymizing 

it. Anonymization alludes to concealing the identifier qualities (the traits that particularly recognize the 

columns ) like aadhar number ,bank a/c number ,name, licence number, voter id etc. This anonymous 



Dogo Rangsang Research Journal                                                        UGC Care Group I Journal 

ISSN : 2347-7180                                                                     Vol-13, Issue-2, No. 1, February 2023 

Page | 203                                                                                            Copyright @ 2023 Authors 

data links to external data [11]. With the end goal to keep information from re-identification, the ideas of 

k anonymity, l-diversity  and t-closeness have been presented 

De-identification 

De-identification is a traditional technique which is used to prevent someone's personal identity from 

being revealed [1]. This process is adopted as one of the main approach towards data privacy protection 

and is commonly used in many fields like multimedia, communication etc. Nonetheless, as an attacker 

can possibly get more external information assistance for de-identification in the big data, we have to be 

aware that big data can also increase the risk of re-identification. As a result, de-identification is not 

sufficient for protecting big data privacy. 

To understand this technique, consider that we are having a collage data consist of certain attributes like 

Student name, Mobile number, Date of birth, gender, pin code, Registration date, Semester and marks. 

So before releasing this data to third party we will de-identify the data by removing students name and 

Mobile no. and in this way sensitive information will be hidden from the third party. But its not 

guaranteed that data is well protected here as if third party is having another dataset of the people living 

in that area having attributes like Name, Mobile no, date of birth, gender, pin code, Party affiliation. 

Even after removing students name and Mobile no. from collage data, there are few attributes that are 

common in both datasets and i.e. date of birth, gender and pin code and this third party use this common 

attributes which are said to be quasi- identifiers as a source to connect both dataset and extract sensitive 

information like student name and marks obtained and this type of attack is known as Re-identification 

attack Quasi Identifiers: An arrangement of traits that can be conceivably connected with outside data to 

re-distinguish entities.eg zip  code, date of birth, sex. 

Suppression: The data do not get revealed, it is hidden .We suppress quasi identifier using special 

symbol like asterisk '*' .For example we are having a data in which a person’s age is 20 so to suppress 

age we can write age = 2* which means that age lies in the range. 

The quasi-identifiers are replaced with more general but consistent values in Generalization. For 

example age 30 can be replaced by age < 33. 

K-anonymity 

Concept of K-anonymity was introduced to address the risk of re- identification of anonymised data. A 

dataset can have the k-anonymity property if we coarsen quasi identifier attributes such that every tuple 

in the table shares its quasi identifier value with at least k-1 other values present in the table or simply 

we can say that in each release of data and at least k-1 individuals cannot perceive the information for 

each person in it. 
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L-diversity 

It is a form of group based anonymization that is utilized to safeguard privacy in data sets by reducing 

the granularity of data representation. This decrease is a trade-off that results outcomes in some loss of 

viability of data management or mining algorithms for gaining some privacy. The l-diversity model 

(Distinct, Entropy, Recursive) [12, 13] is an extension of the k-anonymity model which decreases the 

granularity with which data is represented. It also employs generalization and suppression techniques to 

ensure that any given record appears at least k times in the data.. 

T- Closeness 

It's a more advanced version of L-diversity, and it's used to maintain data privacy by preserving the 

granularity of a data representation. The dataset is likely to have t-closeness if the distance between the 

distribution of a sensitive attribute and the distribution of the attribute in the dataset is less than a 

threshold. 

T-Closeness in addition to generalization and suppression helps one to use various anonymization 

strategies. For instance, instead of suppressing the entire record, some sensitive features of the record 

can be hidden; one advantage is that the number of records in the anonymized table is more accurate. 

Conclusion 

In recent years, data is produced at very high amount from almost every field. we had surveyed on 

different types of data produced from different fields and how this data is applicable for different 

departments like agriculture, education, medical, finance, business etc.In this paper we have shown that 

different types of privacy preservation methods i.e. k-anonymity, i-diversity, t-closeness gives strong 

privacy in bigdata. Yet only a small percentage of data is actually analysed..This also reflects new 

privacy challenges and open research issues. So, different methods of privacy preserving may be studied 

and implemented in future. As such, there exists a huge scope for further research in privacy preserving 

and security concerns in big data. 
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