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Abstract

Manipulation in the content of digital images becoming effortless and popular due to freely
availability of advance photo editing tools. Content of digital images can be manipulated by using
simple steps. Photos are used in many important areas, such as the courtroom, healthcare, magazines,
newspapers, etc. The image authenticity and integrity are important. In photo manipulation, copy-
move is a very common photo forgery technique. It has a simple process to create forged images.
Copy specific content of a photo and paste it into the same photo. We proposed an experimental
approach for identification of copy-move photo manipulation using a wavelet-based SIFT (scale
invariant feature transform) feature transform. DWT2 db1l is used for segmentation of forge image.
The scale invariant feature transform is applied to the segmented image for feature extraction. The
extracted features are matched with features of ground truth image. Finally, the experimental setup
detected the copy move forgery. The experimental results are shown in terms of average accuracy
97.82%, precision 98.44%, recall 100%, and f-measure 99.21%. The proposed method performs
better on the forged image suffering from various geometric attacks like translation, scaling,
distortion, and combination.

Keywords: Fake image; Digital image; Copy move forgery; Scale invariant feature transform; Photo
forensics

Introduction
Image processing technology is increasing due to the advancement of new technologies. Image is a
combination of pixel elements. Each element has a specific location and value. These elements are
referred to as pixels and picture elements. We are more familiar with digital images due to the use of
images in our daily lives. Photograph are used in various fields such as social media, education,
entertainment, courtrooms, etc., the development of digital image processing techniques to improve
image visual quality and image editing facilities. With the advancement of image manipulation
application software (e.g., CoreIDRAW and Adobe Photoshop) (Wang et al., 2019). It is simple to
produce altered images. Therefore, authenticity of digital photo has questionable. Fake images are
widely used in political campaigns, to spread rumours in society and for photo pranks. The
identification of authentic digital images is more difficult for us. In a courtroom without validating
the authenticity of photo is not permissible.

Scaling Translation Distortion Rotation

Figure 1: Examples of copy move forged images with transformation such as scaling,
translation, distortion and rotation, images (a, b, c, d) are real photo and (e, f, g, h) forged
photo and these photos collected from (Tralic et al., 2013).
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The authenticity of the digital image is more important (Asghar et al., 2017; Yang et al., 2017; Abd
Warif et al., 2016; Alkawaz et al., 2018; Ghorbani et al., 2011; Al-Qershi et al., 2013; Rani et al.,
2021; Armas Vega et al., 2021; Kaur et al., 2022). Above Figure 1 demonstrate an example of the
real photo and a fake photo with geometrical attacks. Copy move manipulation technique is a very
common type of photo forgery (Yang et al., 2018). The aim of this forgery is to hide the original
image information. In this experimental work, we used a wavelet-based sift feature to identify copy
move photo manipulation. The wavelet is a dwt2 dbl wavelet transform. The input image is divided
into four sub bands by the dwt2 dbl. The sub-bands are CA, CH, CV, and CD. The CA
approximation coefficient matrix and the CH, CV, and CD details coefficient matrices have
horizontal, vertical, and diagonal coefficients, respectively. Step second to extract features from the
segmented image, SIFT is used. The third step is feature matching. In fourth step detect forge region.
The final step is measuring the performance.

Statement of the Problem

In digital image manipulation detection, researchers identified lots of copy-move manipulation
identification tools that are present in the existing work. We discovered a research gap in existing
tools of detecting copy-move manipulation. In large-scale manipulation, experiment is not efficient
and gets poor detection results (Chen et al., 2020). Copy-move manipulation identification tools have
many challenges, such as contrast adjustment, inpainting, large scale rotation, and additive noise
(Mahmood et al., 2018). These challenges are the motivation of many researchers and scientists to
work on image forgery detection worldwide.

Objectives of the study
» To identify copy-move manipulation.
» To analyze the performance on geometric attacks such as distortion, scaling, translation, and
rotation.
In the proposed experiments, we used the SIFT algorithm because SIFT generates more feature
points even in small or smooth parts as compared to the SURF algorithm (Li, et al., 2018).

Review of Literature

In last two decades, research in the field of photo manipulation has increased rapidly. Many
researchers and scientists are involved to develop digital image forensics tools. In this section, we
will analyse existing work in photo forgery detection and in the field of photo forensics.

(Rao et al., 2016) The authors describe a deep learning-based convolution neural networks that best
performs on several copy-move and image splicing datasets. Image inpainting forensic is another
field of digital image forensic technique. It is an image repair technique. (Zhu et al., 2018) a CNN
based deep learning model to identify image inpainting manipulation. (Lee et al., 2021) created a
deep learning tool to detect automatically generated fake face images generated by generative
adversarial networks (GAN).

(Ghorbani et al., 2011) propose a model to be developed using an improved discrete cosine
transform. The decomposition of quantization coefficients in this paper is based on the DWT. The
objective of model is to detect copy-move image forgery. It is not efficient in translation, rotation,
and scaling. It works only for simple image forgery. In the future, we shall be working to ensure that
extracted features are invariant with rotation, translation, and scaling forgery.

(O'brien et al., 2012) this work, the author proposed a new digital image forensic technique. The
focus of this study is geometric inconsistencies. The fake reflections are inserted into a picture to
create a manipulated picture. The proposed method is insensitive to some photo editing methods like
colour manipulation, resampling, and lossy compression.

(Niyishaka et al., 2020) The authors describe a copy move manipulation detection model. In this
experimental work, we use the MICC-F220, MICC-F8multi, and CoMoFoD datasets. improved the
performance of present copy move manipulation identification tools like key-point based, and block-
based. This method works on transformations (rotation, scaling, translation).
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(Wu et al., 2018) introduce a deep learning model called Buster net for copy move manipulation
identification. Buster net is an end-to-end trainable deep learning-based neural network. The buster
net should better perform on two freely available copy-move forgery datasets CoMoFoD and
CASIA. It differentiates between source copies.

(Sadeghi et al., 2018) author analyzed different copy-move manipulation identification techniques
and determined which techniques are best performed with different photo attributes like rotation,
scaling, translation, and JPEG compression. also highlights the pros and cons of each method. The
author differentiates between block based and key point-based methods to identify copy move
manipulation and finds that key point-based approaches are better because of good performance and
computation time in comparison to block-based approaches.

(Huang et al., 2018) author proposed an experimental work for an image manipulation identification
using CNN. This neural network detects splicing forgery too. (Yang et al., 2018) describe a copy-
move manipulation identification method. The feature-based SIFT method is used to identify copy-
move photo manipulation. The experimental work overcomes the problem of lacking key points in
key point selection.

(Li et al., 2018) In this paper, the author suggests a copy-move manipulation tool. The hierarchical
key-point matching algorithm is used to detect copy-move manipulation. Proposed tool fails when
we have a small or smooth forging region in the fake image.

In Table 1, we show the previous study in comparative manner of photo manipulation and focused
on copy-move forger detection approaches.

Table 1: Comparative study of previous works of copy move manipulation detection techniques
Method Techniques Detection Characteristics
Domain

(Yang et al., | Modified SIFT Copy-move | This method is robust to detecting

2018) forged regions.

(Wang et al., | SURF and PCET Copy-move | It takes less computation. Work on a

2019) smooth forged region and high
brightness.

(Christlein et | SIFT and block-based | Copy-move | SIFT is very efficient and it takes little

al., 2012) techniques (DCT, DWT, | forgery computation. In block-based

KPCA, PCA and techniques, the author recommends
ZERNIKE) Zernike due to its small memory

footprint.

(Rao et al., | Deep learning-based CNN | Copy-move | This method best performs on different

2016) and splicing | public datasets.

(Kuznetsov | VGG-16 CNN Splicing The CASIA dataset classification

etal., 2019) accuracy for the fine-tuned model was
97.8% and 96.4% for the zero-staged
train.

(Abdalla et | Deep learning-based CNN | Copy-move | The model better performs with

al., 2019) and GAN accuracy about 95%. In the future, it
works on different forgeries.

(Lin et al., | Radix sort Copy-move | It is efficient for attacking Gaussian

2009) noise and JPEG compression. It is also
working on rotation (fixed angles). It is
not efficient for small forged regions.

(Hu et al., | DCT based | Copy-move | It reduces false matching rates and

2011) lexicographical sort. maintains detection accuracy.

(Alberry et | SIFT and Fuzzy c-means | Copy-move | Proposed tool was tested on the MICC-

al., 2018) clustering. 220 dataset and reduced time
complexity. It is efficient for different
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attacks such as rotation, scaling, and
translation.

(Mahmood et | Stationary Wavelet | Copy-move | It outperforms on geometric attacks like

al., 2018) Transform (SWT) and scaling, rotation, blurring, and JPEG

DCT compression.
(Abbas et al., | Deep learning-based | Copy-move | This model is light-weight and provides
2021) model ~ SmallerVGGNet reliable detection results. In future, it
and MobileNet2. can also be extended to multiple
forgeries.

In Table 2 discuss some other existing approaches of scale invariant feature transform (SIFT) based
security method for image security.

Table 2: Analysis of existing work scale invariant feature transform based method for image
security.

Method Approaches Study domain Observations
(Liu et al., | SIFT-DCT Encryption of medical | It is robust to geometric
2019) image. attacks.

The method is flexible for
medical image processing and
image transmission security.

(Ahmad et | Wavelet and SIFT features | Watermark for image | The method is work for affine
al., 2020) security. transformation.

The watermark security is
guaranteed in  frequency
domain.

The proposed tool needs to
store SIFT feature information
as a carrier photo.

(Fang, et | SIFT and Bandelet-DCT Zero-water  marking | The proposed algorithm is well

al., 2022) for medical image. performed on both geometric
attacks common attacks.
(Bhatti et | Arnold  transform  and | Enhancement of | Experimental algorithm has
al., 2020) | Chaotic encryption, | watermark security in | better performance.
Quaternion Fourier | color images. The Clifford algebra to analyse
Transform (QFT) the photo information.

Research Methodology

To perform the program in the proposed experiment, we used the Windows 11 operating system, a
core i5 Intel processor with 8 GB of RAM, and MATLAB 2017b software. The (Tralic et al., 2013)
dataset has been used in the proposed experimental work. The dataset has original and fake photos
with geometric attacks.

The DWT2 dbl and SIFT algorithms have been used in the experiment.

DWT2 — DWT2 has three different variants, such as Daubechies (db) 1, (db) 2 and Haar wavelet
(Kumar et al., 2017). In this experimental work, we used a dwt2 db1 to segment the input photo. The
input photo has segmented into four subparts. The segmented parts are CA, CH, CV, and CD. The
approximation coefficient CA and the detailed coefficient CH, CV, and CD represent the horizontal
coefficient, vertical coefficient, and diagonal coefficient, respectively. To the further process, we
applied the SIFT algorithm.

SIFT — photo has many important interest points, which can be extracted by feature extraction
methods such as SIFT and SURF. The scale invariant feature transform is a familiar feature
descriptor algorithm in the field of photo manipulation identification. SIFT matches, describes, and
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detects local features of an image. The detected features by the SIFT algorithm are invariants with
many geometric attacks scaling, translation, rotation. In the SIFT algorithm, there are some
important steps that follow. Find the location scale of each key-point. key-point scale and
localization, orientation assignment for each key-point, and determining key-point descriptors (Lowe
etal., 1999).

The SIFT algorithm-based method is complete in five important steps (1) Space extrema detection,
(2) Key point localization, (3) Orientation Assignment, (4) Key point descriptor and (5) Feature
Matching.

1. Space extrema detection

In this step, SIFT features are extracted in different image locations and scales. Gaussian blur is used
to achieve scale space extrema and use the gaussian function. the input image I(x, y) and gaussian
function G(x, y, o).

L(x,y,0) = G(x, y, 0)xI(x, y) 1)
In equation (1) L is the convolution of the input image I.

Find the key points by the Difference of Gaussian (DOG) and subtract the two successive photos at
the same level.

D(X> Y, 0) = (G(X: Y, G) - G(Xa Y, G))XI(X: Y)
=L(x,y, ko) - L(x, y, 0). (2)

In equation (2) o is the size of scale space.

2. Key points localization
In the key point localization step, illuminate low-contrast key points. The poor contrast key point is
removed if this function value is less than a threshold and only specific feature points has obtained.

3. Orientation assignment

In this stage, assign orientation to each key point. The local image region is described in a way
invariant to the affine transform (scale, rotation, and translation). Around each feature point, its
magnitude and gradient direction are calculated. For each points the magnitude m(x, y) and
orientation O(x, y) are computed as

m(x, y) = \/(L(x +1,y) —Lx—1) + Ly +1) - Lx,y — 1) 3)

_ —1 LG, y+1)-L(x, y—1)
O(x,y)= tan (L(x+1, y)-L(x—1, Y)) ()

Equation (3) is used for calculating gradient modulus and equation (4) for gradient magnitude.

4. Key point descriptor

The calculated gradient data has been used to generate key point descriptors. Number of key points
are multiplied by 128 and it create a 16x16 neighborhood around the key points that next divided 16
subblocks of size 4x4 and each sub-block have 8 bins orientation. So finally, 4x4x8 = 128 bins.

5. Feature Matching

In this step, we store the key points of the sample image and match them with the tested image. The
SIFT algorithm matches key points using a best-bin-first search method.
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Proposed work has been used both wavelets transform and SIFT algorithm. SIFT has used to extract
features from segmented part CA(LL). The extracted features of image are invariant to rotation,
scaling, translation, noise, and distortion.
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Figure 2:Flow chart of the proposed method

In the experimental approach, according to Figure 2, first read the image and apply DWT?2 for image
segmentation. Then SIFT is used for feature extraction and match extracted features. If feature is
matched, then draw a line between matching points then resulted image is fake image and feature is
not matched then resulted image is original.

In the initial step, input the image from the stored copy move forgery dataset. In the next step, a 2D
wavelet transform is applied to input photo and segments it into four important subparts. The
subparts are details coefficient (CH, CV, CD), horizontal coefficient CH, vertical coefficient CV, and
diagonal coefficient CD, respectively and approximation coefficient CA. These coefficients have
been recorded in a 2D array like in Figure 3.

CALLL) (L)

[, (oM, €%, )] -
CwWIHL) C(HH)

Figure 3: Segments of dwt2
In the further steps, SIFT is applied to a segmented block (CA), which has more information. The
SIFT algorithm extracts key-points from block image. In feature matching step, the extracted
features match with the help of the best bin search method. After matching the feature points, they
labelled these matched features. The merge region process is performed after the completion of the
feature point labelling process. Upon the completion of the important steps above, we get the final
resultant detected image.

Results and Discussion

In this section results of proposed work have been analyzed. the results of each tested image
demonstrate in Figure 5 below measure the performance of the proposed method. In this experiment,
we measured accuracy, recall, precision, and F-measure. The results of developed method have been
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compared to the available performance in terms of recall, accuracy, F-measure, and precision. Figure
5 shows experimental result.

The common criteria for measuring the performance of copy move manipulation detection approach
in terms of recall, accuracy, f-measure, and precision, are as follows (Badr et al., 2020; Malviya et
al., 2016):

True positive (Tp) — manipulated photo claimed to be original.

True negative (Tn) — original photo claimed to be original.

False positive (Fp) — predicted that the original image had been manipulated.

False negative (Fn) — fake image claimed to be real.

Precision: - the probability that a detected fake is actually a fake, evaluated as
Tp

- Tp+Fp (5)
Recall: - The chance of spotting a fake image, represented by the letter "R," is calculated as
_ _Tp
R= Tp+Fn (6)
Accuracy: - Accuracy is the capability of a technique to measure an accurate value
Tp+Tn
Accuracy = ——————— @)
Tp+Tn+Fp+Fn

F-measure: - The range of the F-measure score, from best to worst, is 1 to 0. It is described as a
weighted average of recall and precision.
F — measure = 2(RP) 8
R+P

Equations (5), (6), (7) and (8) are formula to calculate precision, recall, accuracy and F-measure
respectively.

Original Image Fake Image Detected Fake Image

N

Figure 4: Results of proposed approach of copy move manipulation detection, image 1 with
scaling transform, image 2 translation, image 3 combination and 4 with distortion transform.
The results of the developed method compared with other existing methods are shown in Table 3.
The comparison of the proposed method in terms of accuracy, precision, recall and f-measure.
Table 3:comparison of result of proposed method with existing techniques

Methods Accuracy (%) | Precision (%) | Recall (%) | F-measure (%)

(Goel etal., 2021) | 96 89 100 94
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(Warif et al., 2017) 91.39 95.83 86.55 90.95
(Hashmi et al., 2013) | 94 95.83 92 93.87
Proposed approach | 97.82 98.44 100 99.21

Proposed copy-move manipulation detection techniques test on images collected from dataset Tralic
D. et al, [11]. Table 3 shows the result of proposed approach on each test images. Experimental
results written in table 3 and we calculate the value of recall, precision, accuracy and F-measure as
quality parameters. From above experimental results for image 1 in figure 4 the value of measuring
matrices accuracy is 98.51%, precision is 98.50%, recall is 100%, and F-measure is 99.24%. For
image 2 in figure 4 the value of measuring matrices accuracy is 95.74%, precision is 95.78%, recall
IS 100% and F-measure is 97.84%. For image 3 in figure 4 the value of matrices accuracy is 98.79%,
precision is 98.79%, recall is 100% and F-measure 99.39%. For image 4 in figure 4 the value of
matrices accuracy is 98.62%, precision is 98.61%, recall is 100% and F-measure is 99.30%. In this
experiment total 20 images have been tested.

Performance comparison

105

100
9794 97.92 7 —~—— 2-94
95 i ' 37

90 91 > 95
85
80
75
Accuracy Precision Recall F-measure
e Goel, N., et al. [46] e \\/arif, N. B. A., [47]

Hashmi, M. F., et al. [48] ess=== Proposed method

Figure 5: Performance comparison of proposed method with existing methods
Figure 5 demonstrates the comparison of the performance of proposed experimental work with other
existing methods. The developed technique is well performed in comparison to existing techniques.

Conclusion

Experimental results coming from Figure 5 and Table 3 demonstrate that the experimental approach
well performed to detect copy move manipulation in terms of measuring metrics. The proposed
approach also performs better in scaling, combination, translation, and distortion transformed
images. Therefore, the wavelet based SIFT method is robust and good for identification of copy-
move infected images. Proposed system performs better in terms of detecting any type of copy-move
image forgery. Thus, from the Table 3, we can say that the proposed system gives better results as
compared to existing techniques in the literature. In the future, we will improve this method to
identify other types of image forgeries by applying artificial intelligence and soft computing
approaches.
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