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Abstract- Existing personal authentication techniques depends on password and identity verification documents cannot meet the 

stringent performance and security requirements of major social platforms such as e-commerce. In the field of biometrics, this has led to 

active research. We can determine a user's identity based on behavioral or physical characteristics (fingerprints, iris, veins, ears, face, 

etc.) through biometrics. The premise of the biometric system is that physical and behavioral attributes can have unique associations 

with individuals. Cryptography aims to ensure the confidentiality and reliability of messages. Cryptography keys used to protect 

information during encryption and decryption are generally very difficult to store for long periods of time. The main thing is to ensure 

that this key is secret. Bio cryptosystems can handle this effectively. To take use of both fields, Bio Cryptosystems integrates biometrics 

and cryptography. Cryptography offers a high level of security in these systems, while biometrics enables denial without the need to 

memorize passwords. Instead of storing the cryptography key, the key is dynamically generated using a biometric template and the 

biometric system is protected. Biometric templates can be secured by this system and for secure data transfer or authentication, this key 

can be used. 

Keywords: Cryptography, Biometrics, Encryption, Decryption, Fuzzy vault, Symmetric Key, Asymmetric Key. 

 

1. INTRODUCTION 

 

The only goal in the early days of cryptography was to find a way to alter a message so that the message could be read until it reached 

the correct intended recipient. However, today's cryptographic intent is for simple confidentiality-related purposes, such as mutual 

authentication with other entities, digital signatures, issuance, integrity checking, and to save the time it takes to compose any message. 

It has been extended to more complex concepts such as digital stamps.  Biometrics, on the other hand, means some implicit traits owned 

by a particular person: psychological traits (iris, face, fingerprints, voice, and even ear shape) and behavioral traits (walking, signature, 

It can be classified into (key input dynamics). Thus, biometrics demonstrates how to use unique personal attributes to authenticate to a 

user's system. Since it is not based on knowledge or possession (unlike traditional methods that use PINs, passwords, or gesture 

patterns), it is unlikely to be lost, stolen, or forgotten. 

Cryptography has become a very important feature of computer security, for the prevalence of data sharing over the World Wide Web. 

Information is typically protected using bio cryptosystem is used for sharing of security keys and the digital signatures between users. 

However, security depends on each private key, whether the person deploys a secret key or asymmetric system. To obtain a 

cryptography key, the user must enter a password used to decrypt the cryptography key. 

We can see in Figure 1 that biometrics traits can be splitted into two sections, physiological and behavioral.  

 

A Review on Different Cryptography Algorithms Using 

Biometric 



Dogo Rangsang Research Journal                                                       UGC Care Group I Journal 

ISSN : 2347-7180                                                                                    Vol-08 Issue-14 No. 02: 2021 
 

Page | 244                                                                                                 Copyright @ 2021 Authors 
 

 

Figure 1:  Classification of biometric authentication cryptosystems 

 

Fuzzy commitment and fuzzy Vault systems are two important methods used to build biometric cryptographic systems. Biometric 

cryptography systems are categorized as: 

A. Biometric Key release technique: The main purpose is the key release technique is user authentication. There are two main component 

are as follows. 1) User needs access for template matching and 2) Key release and user authentication is completely independent. 

 

B. Biometric Key Binding Technique: When a secure design is obtained by combining a biometric template with a cryptography key that 

does not rely on the biometric function, it is called a key binding biometric cryptography system. This includes trusted (secret) bit 

rotation algorithm that allows you to hide the cryptography key in the registration template itself. Soutar et al.[1] Proposal of bio 

encryption algorithm using image processing. This algorithm binds the user's fingerprint image and cryptography key during 

registration. After that, the key is searched only if the authentication is successful. Therefore, if the attacker can see the bit position to 

specify the key, the attacker can reset the key contained in another user's template. If an attacker gains access to the registration 

program, they can register multiple people on the system using the same key for registration to determine the location of the key. The 

attacker then simply uses common information throughout the template to locate the corresponding bit. 

 

C. Biometrics Key Generation Technique: Bodo [2] proposed such a method. This patent proposes to use information obtained as a 

cryptography key from a biometric template directly. But such two main issues exits here. Biometric templates are generally not 

consistent enough to be used as cryptography keys because of the changes in images due to physiological or environmental elements, 

hence by using that specific biometric is irreversibly destroyed if the encryption key will be exposed, for systems that require regular 

updates of encryption keys, this is staggering. 
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Figure 2: a) Key binding b) Key generation 

Functionality of different schemas is shown in Figure 2.  

 

2. LITRETURE REVIEW 

 

Over the last few years, there have been many research efforts to solve the problems associated with integrating living organisms into 

cryptosystems. 

 

A functional level fusion framework was implemented using Abhishek Nagar et.al [3] fuzzy vault prosthesis. A multi-biometric 

cryptosystem requires a minimum of two biometric templates. However, saving this template can pose a risk to user data. Biometric 

templates can be protected in several ways. One way is to use a biometric encryption system to store secure designs created from those 

templates. But the problem is saving multiple designs. The proposed functional level fusion framework protects multiple user templates 

simultaneously with a single security sketch. Here, we analyzed accuracy and security depends on a real multi-modal database and a 

virtual multi-modal database, including three biometric functions: face, iris, and fingerprint. 

 

Li Yuan [4] proposed a way to protect templates for multiple modal biometric templates using fuzzy commitments. After extracting 

features using principal component analysis, we apply feature-level fusion there. In the second step, the real template with fused face 

and ears is converted to a binary template using lossy transformation. Finally, with a fuzzy commitment, the binary template is 

encrypted.  

Ahmed Shayer Andalib et al. [5] presented a search-based method based on a graph that is easy to accomplish and logical, the 

fingerprint details suggested a new way to generate keys. Here we use a Gabor filter to identify features of the fingerprint. Two directed 

untraversal graphs (DAGs) are generated in which the feature point coordinates dominate in the template matrix. Two strings of two 

DAGs are generated after a particular operation. Also, the job is executed with a simple rotation on 2 strings and 4 encryption keys are 

generated. This method is strong and irreversible.  

 

Chi Chen et.al [6] proposed multiple bio encryption systems based on secret sharing techniques using fuzzy extraction. Each biometric 

trait creates a trait vector and inserts that trait vector into the fuzzy extract. It will generate a stable code word called a bit string. Based 

on how secretly are shared, all code words are used to bind any key. It is the only part of the registered biometric modality required 

during the validation phase so that we can recover the keys. Hence, on other devices user could use the same biometric keys. We can 



Dogo Rangsang Research Journal                                                       UGC Care Group I Journal 

ISSN : 2347-7180                                                                                    Vol-08 Issue-14 No. 02: 2021 
 

Page | 246                                                                                                 Copyright @ 2021 Authors 
 

use fuzzy extraction to bind the encryption key to a biological function. However, most fuzzy extracts require fingerprint registration. In 

addition, to correct the uncertainty of the biometric authentication function an error correction code is required. So Wencheng Yang et.al 

[7] proposed an unregistered fuzzy extraction with the help of Delaunay triangulation. Hence, features during fingerprint authentication 

avoid pre-sorting. However, the above system operating according to the fusion of feature levels mainly suffers from Curse of 

dimensionality problems. To avoid this, we can use a cryptographic system based on decision-level fusion.  

 

Cai Li et al. [8] proposed multiple bio cryptosystems based on the fusion of decision-making levels. They used hashing to protect their 

biometrics. To extract features, we used a Delaunay triangle-based matching algorithm. It gives better results. Using hash functions also 

increases the security of each biometric authentication function. Measuring similarity with the set of features used in Delaunay 

triangulation-based systems is not satisfactory for existing fingerprint security method. Fixed-length, unaligned feature vectors extracted 

from Delaunay rectangles work better than triangulation-based systems because they are not affected by nonlinear distortions.  

 

3. SYMMETRIC KEY ALGORITHM 

 

Symmetric algorithms are also known as secret or shared key cryptography. At both the ends, same key will be used. If the 

communication key is leaked, an attacker can steal the data. DES, AES and 3DES are few examples of symmetric key cryptography. 

 

3.1 Data Encryption Standard (DES) Algorithm:  DES was invented by Horst Feistel [12][14] in 1975 by IBM. This encryption 

standard is recommended by NIST. DES handles input, which is 64-bit plain text that makes up the cipher text. The cipher text is 64-bit. 

Regardless of whether the 64-bit key is a genuine input, this calculation makes the key length 56. DES performs manipulations with 

substitutions and substitutions in a total of 16 rounds. As a result, the key bits and data bits are sorted, XORed, shifted and then passed 

through eight boxes. The lookup table is the basic step of the DES algorithm. The decryption process is reversed. DES uses the 

minimum memory during the encryption time. DES, on the other hand, is considered weak and unsafe as it was recorded in many 

attacks with a key length of 56, which is too small.  

 

3.2 Triple Data Encryption Standard (3DES) Algorithm: The 3DES was written to address a prominent flaw [14] in DES without 

removing the mark of a fundamentally new encryption system. Advances in 3DES are made to create sufficiently strong cryptographic 

systems. Double DES has not been able to adequately protect compromised users. Therefore 2DES has been replaced by 3DES. 3DES 

works like DES. 3DES is safer than DES, but it means it's slower. It is important that all three keys are outstanding. It would be less 

demanding for an attacker to find plain text by chance that one of the keys would be observed for a match. 

  

3DES encryption experiences significant drawbacks associated with small (64-bit) block sizes. Additionally, with a reasonable and 

relatively fast attack against current 64-bit block ciphers, attackers have the opportunity to reclaim various credentials with validation 

operations in a session protected over HTTPS. In addition to this, 3DES is used for password protection of user content and system data.  

 

3.3 Advanced Encryption Standard (AES) Algorithm: AES was first announced by Rijndael [14] in October 2000. Basically, 

cryptographic calculations fall into three notable categories. It can easily split into keys, alternatives and transpositions. AES uses the 

round function, which considers four unique byte array changes. With this encryption method, there is no additional space to 

accommodate the additional key length and block sizes.  

 

The AES algorithm runs at various stages of the transformation. First, encryption takes the data and puts it into an array and then runs a 

few rounds of encryption. Once the conversion is done, create a replace table with the data, move the data to the row, perform the 

second conversion, and mix the next column. Finally, the other part of the key has an exclusive or XOR operation. With a strong 

security protocol, AES implemented in the system allows longer key lengths, such as 128, 192, and 256 bits, to be easily encrypted in 

this way. The main uses of AES are wireless communications, financial transactions, and e-commerce business applications.  
 

4. ASYMMETRIC CRYPTOGRAPHY ALGORITHMS 

 

Asymmetric algorithms are also known as public key cryptography. We can use two keys at the sender and receiver’s end. At the time 

of data transmission, plaintext is encrypted using a public key called the sender cipher text and the cipher text will be decrypted at the 

receiver’s end using the private key. We have RSA, DSA and EEC algorithms are few examples of asymmetric cryptography. 
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4.1 RSA Algorithm: The 1978 RSA was written by Rivest, Shamir, and Adleman [13][14]. It looks great among other known open key 

encryption systems. RSA is an asymmetric encryption system. Two different keys will be used here. RSA is the most widely known 

public key cryptosystem; one of them is shared with all. The other keys are private as they are kept secret. RSA is based on 

mathematical facts.  

 

RSA is considered reliable and secure for its confidentiality and privacy functions. RSA provides integrity that content is intact in its 

original form during the exchange phase. It takes the longer time to encrypt the data. RSA is primarily used for hybrid cryptography and 

digital signatures, as well as web browsers, chat programs, emails, VPNs, and other types of exchanges that require the secure transfer 

of personal information to and from servers. 

 

4.2 DSA Algorithm: DSA is implying the digital signature standard. It is using its superior scientific powers to create a digital signature 

consisting of two 160-bit numbers. The DSA requires the recipient to stamp the message as invalid if the digital signature is not publicly 

verified. Also, some states or countries don't have laws to account for digital and innovation issues. Despite the fact, it gives digital 

signature validity, but it does not guarantee confidentiality. The ultimate goal is to provide security and use other methods such as 

encryption and descrambling. DSA used in web applications where user data and content are sent in email.  

 

4.3 EEC Algorithm: Elliptic curve cryptography [15] were presented in the mid-1980s as a promising option for cryptography rules in 

light of the discrete logarithm problem of Koburitz and the multiplicative  collection of mirror-restricted fields. ECC is the same as 

RSA, except that it has fast resolution capabilities and other cryptographic algorithm methods. The length of the ECC security key is 

shorter than other asymmetric algorithms and the key is only 163 bits long. ECC and RSA use the overall exponential time and the sub-

exponential time, respectively. In the case, if the RSA key size is m, the 1024 part will cost 4 * 10m MIPS years, and the best known 

attack ECC for the 160 part key size will cost 12.6 * 10m MIPS. We used the selection curve equation instead of the traditional few. 

The complete security of ECC relies on the ability to grasp the direct increase and helplessness to handle the multiplication given the 

points of the first and item. ECC provides proper authentication for RFID systems. For small key sizes, it can be used in wireless sensor 

networks such as tablets and mobile phones.  

The most important privilege is that ECC provides great security for a small key size to provide fast computation. RSA increases the 

likelihood of misuse and, as a result, weakens the security of the algorithm. ECC is leveraged as part of a major transaction for using 

Internet browsers in portable environments, including mobile phones and the Internet of Things. 

 

5. BIOMETRIC TECHNOLOGIES 

 
Several criteria and indications may be used to categorize and compare the biometric solutions described. A comparison like this can aid 

in both planning and forecasting the results of a new technology deployment. Here, are the few terms that used in table 2: 

 

 False Acceptance Rate (FAR): This statistic indicates the likelihood of a system mistaking an unauthorized user for a genuine one. 

Percentages are used. 

 False Rejection Rate (FRR): This illustrates how frequently the system incorrectly recognizes a legitimate user as an illegal user and 

refuses access. Percentages are used. 

 Generalized FRR (GFRR): With the help and upgrades provided by ABI's research [22], this demonstrates the FRR of a device in 

real-world scenarios, including user errors. Percentages are used. 

 Failure to Enroll (FTE): Table 2 illustrates how many people are not enrolled and unable to utilize it in the system. 

 Possibility of Spoofing: It illustrates how easily the system may be defeated by employing a certain strategy. 

 Detection of live Samples: This shows if a real user and a spoofing attempt can be distinguished. 

 User’s Acceptance: This shows a user's complete acceptance of technology, his readiness to cooperate and any misunderstandings or 

worries that could influence such acceptance. 

 

6. COMPARATIVE ANALYSIS OF CRYPTOGRAPHY ALGORITHMS 

 
Analysis of the performance results of various symmetric and asymmetric algorithms is based on various performance metrics. These 

statistics determine which algorithms outperform others. The following performance data is analyzed in Table 1, on the basis of key 

length, block size, round, applications, efficiency etc.  
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Table1: Comparative analysis of different types of algorithms 

 
Algorithm Year of 

use 

Key length Size of 

block 

No of 

Rounds 

Efficiency Applications 

DES 1975 56 bits 64-bits` 16 Low Image processing 

AES 2000 128, 192 or 

256 bits 

128-bits 10,12,14 High Wireless communication 

3DES 1978 168, 112 or 

56 bits 

64-bits 16 High for 

hardware but 

low for 

software 

Smart card, e-payment 

RSA 1977 1024-2048 192-bits 1 Low in 

hardware 

specially when 

in decryption 

Internet banking 

DSA 1991 2048-3072 Variable 16 Low for 

software and 

hardware 

Web application and 

email verification 

  

 

 

 
 

Figure 3: Compare system mean time with different inputs 
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Figure 4: Compare speed-up ratio with different inputs 

 
Figure 3 and Figure 4 depicts the comparison of system mean time and speed up ratio with different inputs respectively. It 

shows the comparison of the symmetric algorithms like 3DES, DES and AES. 

 

 

Figure 5: Analysis of asymmetric algorithms 

 

We can see the analysis in figure 5 on different applications like: Simple, Moderate, Highly Secured and Near Future Applications. 

 

7. COMPARATIVE ANALYSIS OF BIOMETRIC TECHNIQUES 

Several criteria and indications may be used to categorize and compare the biometric solutions described above. A comparison like this 

can help in planning the deployment of a new technology as well as predicting the outcomes. Table 2 depicts a comparison of several 

biometric methods. 

 

Table 2: Comparisons of biometric technologies 

 

Biometric 

Technique 

 
FRR 

% 

 
FAR 

% 

 
FTE 

% 

 
GFRR 

% 
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Iris 

 

0.0001 

 

0.00000

01 

 

1 

 

0.1 

 
Extremely less 

For certain devices Less errors 

Facial 0.01 0.01 1 1-5 Less None excessive 

Fingerprint 

Optical 0.01 0.01 1-3 1-5 Extremely 

excessive 

None 
less – criminal records 

Capacitive 

sensor 

0.01 0.01 1-3 1-5 Extremely 

excessive 

For certain devices Less – criminal records 

Swipe sensor 0.01 0.01 1-3 2-6 excessive None 
Less – criminal records 

Multispectral 

optics 

0.01 0.00001 0.1 0.1 Extremely less Yes 
Less – criminal records 

Voice 

recognition 

0.01 0.01 1-3 1-5 excessive None Medium 

Retina scanner 0.001 0.00001 N/A N/A Extremely less Yes 
less errors 

Palm vein 
 

0.01 

 

0.00001 

 
1 

 
1-2 

 
Extremely less 

For certain 

implementations 

 
excessive 

Finger vein 
 

0.01 

 
0.01 

 
1 

 
1 

 
Less 

For a few 

applications 

 
Medium 

 
 

Hand geometry 

 

 
0.01 

 

 
0.01 

 

 
1 

 

 
0,10 

 

 
Medium 

 

 
None 

Medium –physical 

contact is mandatory 

 

 

8. COMPARATIVE ANALYSIS OF BIO CRYPTOSYSTEM TECHNIQUES 

Table 3 presents the FAR, FRR, EER and key length comparative assessment of the proposed biometric cryptosystem in other relevant 

approaches (where available). 

 

Table 3: Comparative Evaluation 

 

Method Fault 

Acceptance 

Fault 

Rejection Rate 

Equal Error 

Rate 

Key Length Database 
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Rate 

Finger code [23] 4.69% 2.93% N/A N/A [23] 

Tuyls et al. [25] 5.4% 5.6% 5.5% 78 FVC2000 

Imam verdiyev et 

al. [26] 

0% 10.77% N/A 142 FVC2000 

Imam verdiyev et 

al. [26] 

0% 4.8% N/A 78 FVC2000 

Bakhishi and Veisi 

[24] 

N/A N/A 17.60% N/A FVC2002 

Proposed BCS 1.25% 1.43% 1.33% 209 FVC2000 

 

 

9. CONCLUSION 

 

We have discussed a general approach of the encryption and biometrics methods here. It then conducts comparative studies between 

cryptographic and biometric algorithms and determines the complexity of security. Because there is no other technology that can take its 

place the required capability to identify an authorized individual based on their fundamental characteristics, any identity-based security 

solution must include biometrics as a key component. It makes a lot of sense to include biometrics into a cryptographic system for 

effective user authentication. While many fascinating and smart solutions for the creation or binding of biometric keys have been 

presented by academics, several crucial challenges unique to the biometric domain remain unsolved. The results show that it is the most 

secure and efficient algorithm among symmetric encryption algorithms. The speed and power consumption of these algorithms are 

superior to other algorithms. For asymmetric cryptographic algorithms, RSA secure and excellent speed and security can be used for 

wireless network applications.  

When crypto biometric systems are finally implemented, there's a chance that biometric attributes will be used as unequivocal proof of a 

person's presence at a specific place and time. We need to figure out how to theoretically test these unquestionable promises in a 

deployed cryptosystem, as well as how to set up suitable mechanisms that allow for both technological and social flexibility in 

challenging non-premises.  
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