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ABSTRACT 

Wireless sensor networks are self-configuring networks in which sensor nodes are deployed in such a way that they can 

join or leave the network whenever they want. The nodes begin to communicate with one another in order to send 

important data across the network. Because this type of network is decentralized, there are many malicious nodes that 

could join the network. One of the major concerns these days, with the advancement of technology, is security. The attacks 

are triggered within the network due to the presence of malicious nodes, which are classified into two types of attacks: 

active and passive. Because of the unique characteristics of wireless sensor networks and their many-to-one broadcasting 

nature, network layer attacks such as hello flood, wormhole, sinkhole, selective forwarding, Sybil, spoofed or altered 

information, and others are possible. Sinkhole attacks are a form of attack in which a malicious node attracts neighbour 

nodes by pretending to have the shortest distance from the base station. In WSN, a lot of work has been done in the field of 

sinkhole attack detection. In this review paper, we will look at sinkhole attacks in WSN and the various techniques that 

have been discovered over a period. 

Keywords: malicious node, wireless sensor network, security, sinkhole attack. 

1. INTRODUCTION 

Wireless Sensor Network is composed of low-cost computational nodes that measure local environmental conditions such 

as sound, temperature and pressure and transfer the collected information to a base station for processing [1]. WSN nodes 

can sense their surroundings, communicate with their neighbors, and, in many cases, perform basic computations on the 

data they collect. 

WSNs are similar to ad hoc mobile networks in that they both have limited resources, such as battery power, computation 

capacity, communication range, and memory. Due to properties of wireless sensor network like limited battery, limited 

memory, resource constrained and many to one broadcast nature is prone to various active and passive attack. 

 

Figure1: Attacks in Wireless Sensor Network 

Comparative Study of Different Techniques for Detecting 

Sinkhole Attack in WSN: A Review 
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Sinkhole attack occurs when an attacker constructs a metaphorical sinkhole by offering a high quality path to a base 

station. As a result of the sinkhole attack, other attacks such as spoofing, selective forwarding and routing drops or data 

manipulation were also launched [2]. 

WSN has a wide range of applications. It includes health applications such as tracking the location of patients and overall 

patient monitoring, industrial monitoring, such as, data logging, and wastewater monitoring, structural health monitoring, 

which includes monitoring changes to the material and geometric properties of engineering structures such as buildings, 

flyovers, bridges, and roads, and military applications such as data logging and wastewater monitoring. Some of the 

security issues in wireless sensor network are given below: 

Data Integrity: Data integrity is necessary in sensor networks to ensure data durability. It's the ability to check whether or 

not the message has been tampered with, modified, or altered in some way. 

Data Confidentiality: Data should be sent in a secure manner that is not open to unauthorized users. 

Data Availability: Availability means services still available on the network, particularly if the network is being attacked, 

for example; a denial of service attack (Dos). 

Data Authentication: A sensor node's authentication assures the recipient that the data has not been tampered with during 

transmission. 

Data Freshness: An attacker can send an outdated packet to drain network resources and reduce the lifetime of the 

network. Freshness means that the data received by the receiver is current and new, with no opponent being able to replay 

old data. 

Wireless Security Networks have a layered architecture and they follow the most common OSI model architecture. It 

contains five layers that are used by sensor nodes and the sink. There are several types of attacks which can be carried out 

in different layers. Attacks at the physical layer could include tampering and jamming. At link layer, exhaustion, 

unfairness, collision can be some common attacks. At network layer, sybil, sinkhole, misdirection, wormhole are carried 

out. In transport layer, flooding and de-synchronization can occur. In application layer attacks usually attack on reliability. 

Rest of the paper is arranged as follows: Sect. 2. goes over a review of the literature on sinkhole attack. Sect. 3 discusses 

methods for dealing with sinkhole attacks in wireless sensor networks. Sect. 4 is devoted to comparative analysis and 

discussion. Finally, Sect. 5 concludes this paper and makes some recommendations for further research. 

2. LITERATURE REVIEW 

Krontiris et al. [10] described a rule-based approach where they developed detection rules to alert legitimate nodes to the 

presence of an attack. They demonstrate how sinkhole nodes can exploit MultihopLQI vulnerabilities and propose rules to 

make the protocol more resilient.  

Coppolino et al. [11] suggested a hybrid-based intrusion detection technique that combines anomaly-based and rule-based 

techniques. After analysing the data collected from neighbours, anomalous behaviour is detected and suspicious nodes are 

added to a blacklist. The detection rate was 95-97%, with a 3% false positive rate. 

Sharmila et al. [12] described key management based technique for detecting sinkhole attacks based on the message digest 

algorithm. When an intruder node advertises fake routing information to the sender node, it disguises itself to the nearby 

base station. When the number of malicious nodes is less than 50% then algorithm work well. When the malicious node 

reached 50, the FPR was 20% (due to packet loss). 

Md. Ibrahim Abdullah et al. [13] proposed hop count based technique detects sinkhole when it is located far from base 

station.  The result of detection is 100% within the transmission range of 10% to 60%. After that id decrease gradually with 

increase in transmission range. 

ARYAI S et al. [14] proposed Cluster based using mobile agent to detect sinkhole attack. The result shows that 

detection rate increased by identifying affected cluster instead of node.  The result also shows that mobile agent 

technique is more efficient than re-clustering in terms of energy consumption. 
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N. Mohammaed Yasin et al. [15] presented an anomaly-based hop count monitoring technique for sinkhole detection. The 

result indicate that the proposed technique will detect sinkhole attack with a 94% accuracy and will applicable to all 

routing protocol that uses dynamic hop counter parameter. 

Prakash C Kala et al. [16] proposed key management based technique. In that when throughput reduced than expected 

throughput, sensor node asks for the unique key of base station. The base station calculate key with Armstrong number. So 

malicious node which spoofs the identification of base station cannot provide the unique key and detected as malicious 

node. This will help in reduction of energy consumption. The result also shows minimum packet loss. 

3. METHODS FOR ADDRESSING SINKHOLE ATTACK 

Sinkhole attacks involve the compromise of a network node or the introduction of a malicious node into the network in 

order to attract networks traffic by falsely advertising a routing update. It leads to packet loss, energy loss, increased delay, 

and a decrease in network performance and delivery ratio. Other attacks such as selective forwarding and dropping or 

changing routing information follow sinkhole attacks. 

Figure 1 illustrates, a diagram of a sinkhole that draws all nearby traffic to the malicious node, with the path through the 

malicious node being the most effective. A sinkhole forms in the centre as all of the nodes around it send data packet to the 

malicious node. As seen in the diagram, the malicious node drops traffic from the source node [1]. 

 

Figure 2: Sinkhole Attack 

To detect attacks on WSN, one needs to regularly check the network behavior. Various researchers have developed 

methods for detecting and identifying sinkhole attacks in wireless sensor networks. These methods are divided into 

different categories: rule-based, statistical method-based, hybrid-based and anomaly-based.  

A. Rule-Based Approach: Sinkhole attacks are impulsive, but researchers have tried to investigate specific common 

attack patterns of sinkhole attacks. These behaviors are then embedded into the detection system. The nodes are checked 

against these rules in order to detect the false node [3], [5], [6], [8].  

B. Anomaly-Based Approach: In anomaly-based detection system the detection system searches for anomalies in the 

sensor network. An anomaly is deviation from what is called normal behavior of sensor nodes [5], [6], [8], [9]. 

C. Statistical Approach: In statistical approaches, nodes physical and network resources are studied to measure threshold 

values. To detect the false node, the detection system compares sensor nodes to these threshold values [5], [6], [7], [9]. 

E. Key Management Approach: The key management strategy the system is secured through using some cryptographic 

techniques for preventing the false node to become part of the network [3]–[5], [6], [7], [8]. 

F. Hybrid Approach: In hybrid approaches, both anomaly and cryptographic techniques are used. This ensures the 

authenticity of the messages and also detects the false nodes [4], [5], [6], [7], [8]. 

4. COMPARATIVE ANALYSIS & DISCUSSION 

Existing schemes for defending against sinkhole attacks are ineffective due to some flaws. As a result, we believe there is a 

vital need for an effective detection scheme for various types of sinkhole attacker nodes.  
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In Table 3, we analyzed the performance of some existing approaches in terms of false positive rate & detection rate. 

 

 

 

 

Table 3: performance of some existing approaches 

Methods Detection rate False positive 

rate 

Rule Based 89% 10% 

Anomaly based 96% N/A 

Hybrid 90-95% 3% 

Mintroute based WSN 96% 7.2% 

Key management based Work well, when 

malicious node 

less than %50 

20% 

 

The figure below illustrates the detection rate (DR) and false positive rate (FPR) of various approaches for detection 

sinkhole attacks in wireless sensor network.  

 

 

Figure 3: Accuracy Comparison 

In WSN, we found that the majority of approaches were successful in detecting and preventing sinkhole attacks.  

Although rule-based approaches were successful in detecting sinkhole attacks, they did so at the expense of memory and 

network overhead. After the attack was detected, the ID of the sinkhole node was not provided by this method. All of the 

rules revolve around impersonating a node.  

Sinkhole attacks can also be detected using anomaly-based approaches, but they are limited to static wireless sensor 

networks. When there was a lot of message dropping, this approach resulted in a lot of false positives.  

Another approach was key management, which focused on sinkhole resistance rather than detection and elimination. 
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Although statistical approaches were successful in detecting sinkhole attacks, they did not provide results for network 

overhead. Furthermore, after WSN is deployed, this method is unable to detect an immediate attack. The main 

disadvantage of this method was the high rate of false positives.  

A hybrid-based intrusion detection approach combined anomaly-based and signature-based detection. Although this 

method detects sinkhole attacks, it was created for static WSN. It resulted in a lower rate of false positives. 

5. CONCLUSION & FUTURE WORK 

We investigate how several detection approaches can detect and identify sinkhole attack in wireless sensor networks in this 

paper. All of the methods were successful in detecting, identifying, and preventing sinkhole attacks. High memory and 

network overhead, low detection rate, high false positive rate and inability to work on mobile WSN are some of the major 

drawbacks of those approaches. Future research should focus on high detection rates, low network overhead, low 

communication costs, and low packet loss.  
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