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ABSTRACT:

With the fast improvement of cloud storage, an increasing number of data owners prefer to outsource
their data to the cloud server, which can greatly reduce the local storage overhead. Because different
cloud service providers offer distinct quality of data storage service, e.g., security, reliability, access
speed and prices, cloud data transfer has become a fundamental requirement of the data owner to change
the cloud service providers. Hence, how to securely migrate the data from one cloud to another and
permanently delete the transferred data from the original cloud becomes a primary concern of data
owners. To solve this difficulty, we construct a new counting Bloom filter-based scheme in this. The
proposed scheme not only can achieve secure data transfer but also can realize permanent data deletion.

Additionally, the proposed scheme can satisfy the public verifiability without requiring any trusted third

party.
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1] INTRODUCTION:

Cloud computing, an emerging and very
promising computing paradigm, connects large-
scale distributed storage resources, computing
resources and network bandwidths
together[1,2]. By using these resources, it can
provide tenants with plenty of high-quality
cloud services. Due to the attractive advantages,
the services (especially cloud storage service)
have been widely applied[3,4], by which the
resource-constraint data owners can outsource
their data to the cloud server, which can greatly

reduce the data owners’ local storage
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overhead[5,6]. According to the report of
Cisco[7], the number of Internet consumers will
reach about 3.6 billion in 2019, and about 55
percent of them will employ cloud storage

service.

Because of the promising market prospect, an
increasing number of companies (e.g.,
Microsoft, Amazon, Alibaba) offer data owners
cloud storage service with different prices,
security, access speed, etc. To enjoy more
suitable cloud storage service, the data owners

might change the cloud storage service
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providers. Hence, they might migrate their
outsourced data from one cloud to another, and
then delete the transferred data from the original
cloud. According to Cisco[7], the cloud traffic is
expected to be 95% of the total traffic by the
end of 2021, and almost 14% of the total cloud
traffic will be the traffic between different cloud
data centers. For eseeably, the outsourced data
transfer will become a fundamental requirement

from the data owners’ point of view.

2] LITERATURE SURVEY:

2.1] we propose a remote data integrity auditing
scheme that realizes data sharing with sensitive
information hiding in this paper. In this scheme,
a sanitizer is used to sanitize the data blocks
corresponding to the sensitive information of the
file and transforms these data blocks' signatures
into valid ones for the sanitized file. These
signatures are used to verify the integrity of the
sanitized file in the phase of integrity auditing.
As a result, our scheme makes the file stored in
the cloud able to be shared and used by others
on the condition that the sensitive information is
hidden, while the remote data integrity auditing
is still able to be efficiently executed.
Meanwhile, the proposed scheme is based on
identity-based cryptography, which simplifies

the complicated certificate management.

2.2] We propose a framework for privacy-

preserving outsourced classification in cloud
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computing (POCC). Using POCC, an evaluator
can securely train a classification model over
the data encrypted with different public keys,
which are outsourced from the multiple data
providers. We prove that our scheme is secure

in the semi-honest model

3] PROBLEM DEFINTION:

We study the problems of secure data transfer
and deletion in cloud storage, and focus on
realizing the public verifiability. Then we
propose a counting Bloom filter-based scheme,
which not only can realize provable data
transfer between two different clouds but also
can achieve publicly verifiable data deletion. If
the original cloud server does not migrate or
remove the data honestly, the verifier (the data
owner and the target cloud server) can detect
these malicious operations by verifying the
returned transfer and deletion evidences.
Moreover, our proposed scheme does not need
any trusted third party (TTP), which is different
from the existing solutions. Furthermore, we
prove that our new proposal can satisfy the
desired design goals through security analysis.
Finally, the simulation experiments show that

our new proposal is efficient and practical.

4] PROPOSED APPROACH:
We aim to achieve verifiable data transfer
between two different clouds and reliable data
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deletion in cloud storage. Hence, three entities are
included in our new construction, In our scenario,
the resource-constraint data owner might
outsource his large-scale data to the cloud server
A to greatly reduce the local storage overhead.
Besides, the data owner might require the cloud A
to move some data to the cloud B, or delete some
data from the storage medium. The cloud A and
cloud B provide the data owner with cloud
storage service. We assume that the cloud A is the
original cloud, which will be required to migrate
some data to the target cloud B, and remove the
transferred data. However, the cloud A might not
execute these operations sincerely for economic
reasons. Because they belong to two different
companies. Hence, the two clouds will
independently follow the protocol. Furthermore,
we assume that the target cloud B will not

maliciously slander the original cloud A.

5] SYSTEM ARCHITECTURE:

Cloud B

b

Data owner

BIRP PALI} SURL]

Cloud A

6] PROPOSED METHODOLOGY:
Data Owner
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In this application the owner should register
with the application and the owner should
authorized by the admin, then the owner can
able to login into his homepage. After his/her
successful login data owner can able to perform
some operations such as Outsourcedata, view
data, Transfer Request, Deletion Request, View
Results and at last logout.

Cloud_A

Here the cloudA can directly login with the
application with their credentials. After cloudA
successfully login he can perform view transfer
request and view deletions request and at last
cloudA logout.

Cloud_B

Here the cloudB can directly login with the
application with their credentials. After cloudB
successfully login he can perform view transfer
request and view deletions request and at last
cloudB logout.

Admin

Here admin also should login with the
application and after his successful login admin
can perform some actions such as view owner
details and authorize them, view all file
uploaded in cloud, view timestamp of uploading

files.

7] ALGORITHM:
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Counting Bloom filter
1. Initialization

Generate public private key pairs for the data owner,

the cloud A and the cloud B, respectively.
2. Data encryption

To protect the data confidentiality, the data owner
uses secure encryption algorithm to encrypt the

outsourced file before uploading.
3. Data outsourcing

The cloud A stores outsource data and generates
storage proof. Then the data owner checks the

storage result and deletes the local backup.
4. Data transfer

When the data owner wants to change the service
provider, he migrates some data blocks, even the

whole file from the cloud A to the cloud B.
5. Transfer check

The cloud B wants to check the correctness of the
transfer and returns the transfer result to the data

owner.
6. Data deletion

The data owner might require the cloud A to delete
some data blocks when they have been transferred to

the cloud B successfully

8] RESULTS:
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9] CONCLUSION:

In cloud storage, the data owner does not
believe that the cloud server might execute the
data transfer and deletion operations honestly.
To solve this problem, we propose a CBF-based
secure data transfer scheme, which can also
realize verifiable data deletion. In our scheme,
the cloud B can check the transferred data
integrity, which can guarantee the data is
entirely migrated. Moreover, the cloud A should
adopt CBF to generate a deletion evidence after
deletion, which will be used to verify the

deletion result by the data owner. Hence, the
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cloud A cannot behave maliciously and cheat

the data owner successfully.
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